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1. Introduction

1.1 Purpose

The purpose of this document is to establish and communicate the company-specific (Wallac Oy) interpretation of FDA 21 CFR Part 11 Final rule [1] to support a uniform approach and implementation of Part 11 controls throughout the company. Annotations for the rule provisions are presented in section 2 (Rule Interpretation), taking into account the latest FDA Guidance [2] and available industry best practices.

1.2 Scope of Implementation

This Guidance is limited just to PerkinElmer Life and Analytical Sciences, Wallac Oy to support implementation of FDA 21 CFR Part 11 controls for those internal systems & records under the scope of the rule, and also to support R&D function in implementing the applicable rule provisions for products developed and manufactured by Wallac.

1.2.1 In-Scope

The scope of implementation includes:

1. Electronic record(s) that are created, modified, maintained, archived, retrieved or transmitted by Wallac under any records requirements set forth in agency regulations (i.e. predicate rules)

2.  Electronic record(s) submitted to FDA under requirements of the Federal Food, Drug, and Cosmetic Act, and the Public Health Service Act.
3. Any system(s) used by Wallac to manage those record related activities identified in item 1 above.
4. Any product (instrument or stand-alone software) with a decision to support Part11 compliancy. The commitment regarding Part11 compliancy has to be made by the corresponding Business Element (BE) on the basis of the product.
5. Any electronic signatures required by agency regulations when these are used in lieu of a traditional handwritten signature as the unique signature of an individual  

1.2.2 Out-of-Scope

The scope of implementation does not include:

1. Electronic record(s) that do not belong under any records requirements set forth in agency regulations (i.e. predicate rules)
2. Any system(s) used by Wallac, if the records they are used to control are not under any records requirements set forth in agency regulations (i.e. predicate rules)
3. Any product (instrument or stand-alone software) manufactured and distributed by Wallac Oy with no BE-commitment to support Part11 compliancy even though there may be customer inquiries regarding the issue

1.3 Objectives

The objective of this guidance is to increase the understanding of the regulation and provide common definitions and terminology to promote unique implementation of the controls the regulation sets. The guidance should form the basis for any additional technical documentation needed to facilitate the controls in practice. 

1.4 Limitations

Regarding the applicability of the guidance, the following limitations should be taken into account:

· The guidance doesn’t provide any technical proposals how the controls should be implemented but just the general approach how the regulation should be interpreted with respect to Wallac operations and products.

· Customers of Wallac may have their own 21 CFR Part 11 interpretation, and this Guidance does not necessarily cover all their features/controls. Some customers have also expanded the interpretation to exceed what the rule actually says. That kind of requirement should be considered rather as a customer requirement than a Part 11 requirement.

· It is beyond the control of Wallac, to what extent the customers of Wallac will implement the necessary procedural controls required by the rule in addition to the technological controls provided by the product itself (an instrument or stand-alone software).
1.5 Periodic Review

This Guidance should be reviewed when appropriate to ensure compliance and/or to determine if changes to the current interpretations are needed.  Some appropriate times/occasions for a review are:

1. Changes in related regulations or guidance
2. Changes in the scope of this document 
3. Changes/availability of applicable technology

1.6 References

A list of acronyms and abbreviations is presented in Appendix A
A list of references is presented in Appendix B

2. Rule Interpretation

2.1 General Considerations

FDA doesn’t pre-approve or certify systems with respect to 21 CFR Part 11. Accordingly, it is misleading for any vendor to claim, that a system (Instrument or stand-alone software) is Part 11 compliant. The compliancy assessment is always made on site by the Agency. It is more reasonable for a vendor to say that a system is Part 11 compatible or that it just supports Part 11 compliancy. This applies both for products/systems acquired by Wallac and the products/systems we are manufacturing and distributing ourselves.
From the vendor point of view, the systems can be designed/upgraded to support just the technological controls the rule sets. Full compliancy is always a combination of both technological and procedural controls. It is beyond the vendor’s control if the end user really has all procedural controls in place. Regarding products/systems used by Wallac under the scope of the regulation, it is the responsibility of the system owner to have the necessary procedural controls in place.
The regulation itself doesn’t force us to design or upgrade any of our products to support Part 11 compliancy. It is basically a regulatory requirement set by FDA to our Pharma/Bio customers that in turn they are transmitting to us as a customer requirement. The customers just can’t comply with the rule unless the technology of the product/system (instruments or stand-alone software) provides the controls the regulation requests. 

2.2 Rule annotations

	SUBPART A - GENERAL PROVISIONS

	§
	Rule
	Interpretation

	11.1 Scope
	
	

	11.1 (a)
	The regulations in this part set forth the criteria under which the agency considers electronic records, electronic signatures, and handwritten signatures executed to electronic records to be trustworthy, reliable, and generally equivalent to paper records and handwritten signatures executed on paper.
	The purpose of this regulation is to define the criteria under which FDA will consider Electronic Records, Electronic Signatures and Handwritten Signatures captured electronically, if used, to be generally equivalent with traditional paper records and handwritten signatures.

The criteria can be divided into technological and procedural ones. The ultimate responsibility for the compliancy is always that of the end user (system owner). 

	11.1 (b)
	This part applies to records in electronic form that are created, modified, maintained, archived, retrieved, or transmitted, under any records requirements set forth in agency regulations.  This part also applies to electronic records submitted to the agency under requirements of the Federal Food, Drug, and Cosmetic Act and the Public Health Service Act, even if such records are not specifically identified in agency regulations.  However, this part does not apply to paper records that are, or have been, transmitted by electronic means.
	This provision basically classifies the applicable records into two categories:

1. Those requested by the records requirements of the agency regulations (i.e. predicate rules)

2. Those submitted to the Agency under the Act.
The recent GAMP Guidance [3] provides a collection of the record requirements set forth in US regulations (predicate rules) 

Under the narrow interpretation [2], FDA further clarifies the definition of records or signatures where Part 11 applies. By doing so they also re-emphasize the importance of the predicate rules:

1. Records that are required to be maintained under predicate rule requirements and that are maintained in electronic format in place of paper format
2. Records that are required to be maintained under predicate rules, that are maintained in electronic format in addition to paper format, and that are relied on to perform regulated activities
3. Record submitted to FDA, under predicate rules in electronic format

As a rule-of-thumb, for products (instruments and stand-alone software), the following ERs should be considered those to which the regulation applies: 

1. Method/protocol records used to run an assay or operate the system
2. Result records (including Raw data)

3. System configuration data (including standardizations and calibrations)
4. System logon data

	11.1 (c)
	Where electronic signatures and their associated electronic records meet the requirements of this part, the agency will consider the electronic signatures to be equivalent to full handwritten signatures, initials, and other general signings as required by agency regulations, unless specifically expected by regulation(s) effective on or after August 20, 1997.
	If the requirements of this rule are met, ESs can be used (but are not mandatory) instead of traditional handwritten signatures, unless traditional handwritten signatures are specifically required.

	11.1 (d)
	Electronic records that meet the requirements of this part may be used in lieu of paper records, in accordance with 11.2, unless paper records are specifically required.
	If the requirements of this rule are met, ERs can be used (but are not mandatory) instead of paper records, unless paper records are specifically required.

	11.1 (e)
	Computer systems (including hardware and software), controls, and attendant documentation maintained under this part shall be readily available for, and subject to, FDA inspection.
	From now on, any computer system (e.g. instrument) can be subject to FDA inspection in its operation environment, if used to control the ERs and/or ESs under the scope the regulation. The product/system itself doesn’t have to be subject to any specific FDA regulation to be a target of FDA inspection.

This is the main reason why customers of Wallac are so concerned about the technological compatibility of the systems we produce with respect to the regulation and our future plans.

	§
	Rule
	Interpretation

	11.2 Implementation
	
	

	11.2 (a)
	For records required to be maintained but not submitted to the agency, persons may use electronic records in lieu of paper records or electronic signatures in lieu of traditional signatures, in whole or in part, provided that the requirements of this part are met.


	The records required to be maintained are defined in FDA predicate rules without giving any advice about the applicable formats (traditionally considered to be paper records). By this provision FDA now says, that ERs and ESs can be used in lieu of paper records and traditional signatures, if the requirements of this regulation are met.

The regulation doesn’t require use of electronic formats. However, regarding ERs it is a requirement de facto. Regarding ESs many companies have chosen to adhere to traditional handwritten signatures (which is quite acceptable). Nevertheless, the trend is clear, and in a reasonable timeframe we should be able to provide the technology to implement Electronic Signatures where appropriate.



	11.2 (b)
	For records submitted to the agency, persons may use electronic records in lieu of paper records or electronic signatures in lieu of traditional signatures, in whole or in part, provided that:

1) The requirements of this part are met; and.

2) The document or parts of a document to be submitted have been identified in public docket No. 92S-0251 as being the type of submission the agency accepts in electronic form.  This docket will identify specifically what types of documents or parts of documents are acceptable for submission in electronic form without paper records and the agency receiving unit(s) (e.g., specific center, office, division, branch) to which such submissions may be made.  Documents to agency receiving unit(s) not specified in the public docket will not be considered as official if they are submitted in electronic form; paper forms of such documents will be considered as official and must accompany any electronic records.  Persons are expected to consult with the intended agency receiving unit for details on how (e.g., method of transmission, media, file formats, and technical protocols) and whether to proceed with electronic submission.
	By this provision FDA now says that electronic records and electronic signatures can be submitted to FDA in lieu of paper records and traditional signatures, if

1) the requirements of this regulation are met, and

2) document(s) to be submitted have been identified as being the type of submission the agency accepts in electronic form

Like before, electronic format is not required, but it is accepted. However, pretty soon it will be a must when FDA expects all the submissions to be in electronic format.



	§
	Rule
	Interpretation

	11.3 Definitions
	
	

	11.3 (a)
	The definitions and interpretations of terms contained in section 201 of the act apply directly to those terms when used in this part.
	N/A

	11.3 (b)
	The following definitions of terms also apply to this part:
	N/A

	
	1) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C. 321-393)).
	N/A

	
	2) Agency means the Food and Drug Administration.
	N/A

	
	3) Biometrics means a method of verifying an individual’s identity based on measurement of the individual’s physical feature(s) or repeatable action(s) where those features and/or actions are both unique to that individual and measurable.
	There is no list of “acceptable” biometric methods. [4]
Biometric identification is not mandatory and identity verification comprising two distinct components, such as UserID and Password, can be used instead. However, use of UserID/Password should not restrict implementation of biometric identification in future upgrades.

	
	4) Closed system means an environment in which system access is controlled by persons who are responsible for the content of electronic records that are on the system.
	Contrasts with Open system (below)

	
	5) Digital signature means an electronic signature based upon cryptographic methods of originator authentication, computed by using a set of rules and a set of parameters such that the identity of the signer and the integrity of the data can be verified.
	Use of Digital Signature is not mandatory. However, it is one of the technologies that can be utilized in case of “open” systems.

A Digital Signature is data that includes a hashword encrypted with the issuer’s private key and appended to a file or digital certificate. It can be verified by decrypting with the user’s public key to prove the integrity and source. [5][6]

	
	6) Electronic record means any combination of text, graphics, data, audio, pictorial, or other information representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a computer system.
	A logical entity, rather than a physical one, where the medium used for recording is magnetic, electronic, or optical and requires the use of an interpretative device in the form of electronic, optical, or computer equipment to make the record intelligible. [5]
Under the narrow interpretation [2], FDA has now clarified the definition of records or signatures where Part 11 applies. By doing so they also re-emphasized the importance of the predicate rules:

1. Records that are required to be maintained under predicate rule requirements and that are maintained in electronic format in place of paper format
2. Records that are required to be maintained under predicate rules, that are maintained in electronic format in addition to paper format, and that are relied on to perform regulated activities
3. Record submitted to FDA, under predicate rules in electronic format

	
	7) Electronic signature means a computer data compilation of any symbol or series of symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the individual’s handwritten signature.
	N/A

	
	8) Handwritten signature means the scripted name or legal mark of an individual handwritten by that individual and executed or adopted with the present intention to authenticate a writing in a permanent form.  The act of signing with a writing or marking instrument such as a pen or stylus is preserved.  The scripted name or legal mark, while conventionally applied to paper, may also be applied to other devices that capture the name or mark.
	Handwritten signatures captured and recorded electronically are not classified as electronic signatures and are therefore not subject to the controls associated with electronic signatures. However, they are still subject to controls associated with electronic records. [4]

	
	9) Open system means an environment in which system access is not controlled by persons who are responsible for the content of electronic records that are on the system.
	A system is open if access to the system (either physically or logically) is outside the control of the system owner. A public network (i.e., the Internet) or a value-added network (VAN) provider (i.e. CompuServe) are examples of such systems. Systems that transmit electronic records over a public network such as e-mail or via a value-added network are open systems.


	SUBPART B - ELECTRONIC RECORDS

	§
	Rule
	Interpretation

	11.10 Controls for closed systems
	Persons who use closed systems to create, modify, maintain or transmit electronic records shall employ procedures and controls designed to ensure the authenticity, integrity, and when appropriate, the confidentiality of electronic records, and to ensure that the signer cannot readily repudiate the signed records as not genuine. Such procedures and controls shall include the following:
	This indicates that the ultimate responsibility for Part11 compliancy of ER/ESs is on the end user (system owner). However, the end user (system owner) can’t commit to this, if the technology of the system doesn’t support Part11 compliancy. 
Full compliancy necessitates both procedural and technological controls.

	11.10 (a)
	Validation of systems to ensure accuracy, reliability, consistent intended performance, and the ability to discern invalid or altered records.
	Under the narrow interpretation [2], FDA announces it will exercise enforcement discretion regarding specific Part 11 requirements for validation of computerized systems. Specifically:

1. While the guidance [2] does not impose any additional requirements for validation, a person still must comply with all applicable predicate rule requirements for validation
2. The decision to validate computerized systems, and the extent of validation, should take into account the impact the systems have on your ability to meet predicate rule requirements
3. The approach shall be based on justified and documented risk assessment, and determination of the potential of the system to affect product quality and safety, and record integrity
4. For further guidance on validation of computerized systems see references [7] & [8]

	11.10 (b)
	The ability to generate accurate and complete copies of records in both human readable and electronic form suitable for inspection, review, and copying by the agency.  Persons should contact the agency if there are any questions regarding the ability of the agency to perform such a review and copying of the electronic records.
	The systems should have both print and export facilities covering all regulated records to comply with this. 

Under the narrow interpretation [2], FDA announces it will exercise enforcement discretion regarding specific Part 11 requirements for generating copies of electronic records. Specifically:

1) An investigator should have reasonable and useful access to records during an inspection
2) All records held by the organization are subject to inspection in accordance with predicate rules

3) Producing copies in common portable formats is recommended, when records are maintained in these formats 

4) Using established automated conversion or export methods is recommended, where available, to make copies in a more common format (e.g. PDF, XML, or SGML)



	11.10 (c)
	Protection of records to enable their accurate and ready retrieval throughout the records retention period.
	The records retention periods are due to predicate rules and applicable SOPs the end user may have in place. Once the data has been written on a durable medium, an electronic record has been created.

Under the narrow interpretation [2], FDA announces it will exercise enforcement discretion regarding specific Part 11 requirements for the protection of records to enable their accurate and ready retrieval throughout the records retention period. Specifically:
1. Persons must still comply with all applicable predicate rule requirements for record retention and availability
2. The decision on how to maintain records shall be based on predicate rule requirements and justified and documented risk assessment, and determination of the value of the records over time
From the technology point of view, the following features should be facilitated: 
· Record-related actions (create, modify, delete) should be enabled only through the application software
· The media used for data storage should be secure and proven to be suitable for long term retention
· The system should provide/support tools suitable for backup procedures to protect the data in the event of a total/partial loss due to a system failure etc.

	11.10 (d)
	Limiting system access to authorized individuals.
	Both physical and logical controls have to be applied

From the technology point of view, the following features should be facilitated: 

· The system should enable use and maintenance of unique UserID/Password combinations, or biometric signature technology to control system access (see item 11.300)

· A log history should be captured automatically to record all logins and logouts due to operator actions and timeout.

	11.10 (e)
	Use of secure, computer‑generated, time‑stamped audit trails to independently record the date and time of operator entries and actions that create, modify, or delete electronic records.  Record changes shall not obscure previously recorded information.  Such audit trail documentation shall be retained for a period at least as long as that required for the subject electronic records and shall be available for agency review and copying.
	Under the narrow interpretation [2], FDA announces it will exercise enforcement discretion regarding specific Part 11 requirements related to computer-generated, time-stamped audit trails. Specifically:
1. Persons must still comply with all applicable predicate rule requirements related to documentation of, for example, date, time, or sequencing of events, as well as any requirements for ensuring that changes to records do not obscure previous entries
2. The decision whether to apply audit trails, or other appropriate measures, or the need to comply with predicate rule requirements shall be based on and justified by documented risk assessment, and determination of the potential effect on product quality and safety and record integrity
From the technology point of view, the following features should be facilitated: 

· The audit trail should be recorded independently by the system

· The audit trail should be secure from unauthorized alteration (i.e. read-only)
· The linkage of the audit trail and the record it adheres to must be secure to prevent any kind of tampering

· Special controls should be applied for the security of the computer clock and to detect unacceptable actions:
· Systems on network should automatically synchronize their clocks with that of a designated network computer
· The time zone reference should be part of the time stamp itself and appear in human readable forms of the time stamp
· The audit trail of an operator entry or action should contain at least:

· Full name and UserID of the operator responsible for the action/entry to guarantee uniqueness of the operator identity

· Date, time and time zone when the entry/action takes place

· Type of the activity (create, modify, delete)

· Reason for the change. This should be given voluntarily by the operator at the time the modification is made (For records under GLP regulations, audit trail actions also need to include a reason for the transaction)

· The format of Date should be presented unambiguously (e.g. 29 Oct, 2002) to prevent misinterpretations.
· Time should be presented unambiguously with an accuracy of seconds (e.g. HH24:MI:SE)

· If Date and Time formats are to be set by the System Administrator, the system documentation should provide necessary definitions for the applicable formats 
· The audit trail must be available in human readable form and able to be exported both in hard copy and electronic copy 

· (It should be not possible to delete an audit trail as long as the record it adheres to exists)

· The requirement “not to obscure previously recorded information” is intended to maintain the history of records. With flat files this means record versioning. If needed, the differences can be traced back by comparison.

	11.10 (f)
	Use of operational system checks to enforce permitted sequencing of steps and events, as appropriate. 
	Needs to be implemented only where the process or actions needs to follow a pre-defined order. In those cases the system should enforce that ordering.

	11.10 (g)
	Use of authority checks to ensure that only authorized individuals can use the system, electronically sign a record, access the operation or computer system input or output device, alter a record, or perform the operation at hand.
	From the technology point of view, the following features should be facilitated: 

· The system should enable different user levels to manage user privileges in an appropriate manner

· The “System Administrator” –level, the highest level, is to maintain the system, user levels and the privileges for individual users

· Any changes in the authorization levels and user privileges should be recorded

· The system should be able to display and report all user profiles showing their access to system functions and operations

	11.10 (h)
	Use of device (e.g. terminal) checks to determine, as appropriate, the validity of the source of data input or operational instruction.
	These checks only apply where certain devices have specified legitimate sources of data or commands.

For closed systems with limited scope (e.g. instruments), the validity of the source can be usually confirmed on a physical basis.

With systems operating over networks (especially intranet), additional tools should be provided to identify the validity of the data/command source.

	11.10 (i)
	Determination that persons who develop, maintain, or use electronic record/electronic signature systems have the education, training, and experience to perform their assigned tasks.
	Wallac has to be able to prove in a documented manner, that our staff and personnel are properly educated and trained – and this is not limited just to Part11, but it is a requirement of QSR and ISO as well. 

This provision has no technical dimensions to be implemented for the products

	11.10 (j)
	The establishment of, and adherence to, written policies that hold individuals accountable and responsible for actions initiated under their electronic signatures, in order to deter record and signature falsification.
	Responsibility of the end user (system owner)

	11.10 (k)
	Use of appropriate controls over systems documentation including:

1) Adequate controls over the distribution of, access to, and use of documentation for system operation and maintenance.

2) Revision and change control procedures to maintain an audit trail that documents time‑sequenced development and modifications of systems documentation.
	Responsibility of the end user (system owner)

This provision has no technical dimensions to be implemented for the products


	§
	Rule
	Interpretation

	11.30

Controls for open systems
	Persons who use open systems to create, modify, maintain, or transmit electronic records shall employ procedures and controls designed to ensure the authenticity, integrity, and, as appropriate, the confidentiality of electronic records from the point of their creation to the point of their receipt.  Such procedures and controls shall include those identified in 11.10, as appropriate, and additional measures such as document encryption and use of appropriate digital signature standards to ensure, as necessary under the circumstances record authenticity, integrity, and confidentiality.
	NOT APPLICABLE - Closed system only

	§
	Rule
	Interpretation

	11.50 Signature Manifestations
	
	The provisions below (11:50.a – 11:50.b) are applicable only in case electronic signatures are implemented.

	11.50 (a)
	Signed electronic records shall contain information associated with the signing that clearly indicates all of the following:

1) The printed name of the signer.

2) The date and time when the signature was executed; and

3) The meaning (such as review, approval, responsibility, or authorship) associated with the signature.
	From the technology point of view, the following features should be facilitated: 

· The printed name is the full name of the signer together with the UserID to guarantee uniqueness of the identity

· The format of Date should be presented unambiguously (e.g. 29 Oct, 2002) to prevent misinterpretations

· Time should be presented unambiguously with accuracy of seconds (e.g. HH24:MI:SE)
· The acceptable meanings are application specific, and the system should enable the end user (System Administrator) to define valid meanings. Furthermore, it should be possible to assign applicable meanings for each user separately. Not every user may need to execute signatures with “approve”-meaning, even though he/she may execute signatures with some other meanings.
This information needs to be available in the human readable form on-screen and printed.  See 11.50 (b) below.

	11.50 (b)
	The items identified in paragraphs (a) (1), (a) (2) and (a) (3) of this section shall be subjected to the same controls as for electronic records and shall be included as part of any human readable form of the electronic record (such as electronic display or printout).
	The signature items (above) are subject to the same controls as electronic records (see 11.10)

The signature can be stored within the electronic record it belongs to or in logically associated records, but it must be always shown whenever the record is viewed or printed.

	§
	Rule
	Interpretation

	11.70 Signature/record Linking
	Electronic signatures and handwritten signatures executed to electronic records shall be linked to their respective electronic records to ensure that the signatures cannot be excised, copied, or otherwise transferred to falsify an electronic record by ordinary means.
	The system must provide a method for linking electronic signatures and handwritten signatures, where used, to their respective electronic records, in a way, that prevents the signature from being removed, copied, or changed to falsify that or any other record.


	SUBPART C - ELECTRONIC SIGNATURES

	§
	Rule
	Interpretation

	11.100 General Requirements
	
	The provisions below (11:100.a – 11:200.b) are applicable only in case electronic signatures are implemented.

	11.100 (a)
	Each electronic signature shall be unique to one individual and shall not be reused by, or reassigned to, anyone else.
	Each signature forms a unique action. The system should prevent the signature from being reallocated or deleted once it has been executed.

	11.100 (b)
	Before an organization establishes, assigns, certifies, or otherwise sanctions an individual’s electronic signature, or any element of such electronic signature, the organization shall verify the identity of the individual.
	Responsibility of the end user (system owner)

	11.100 (c)
	Persons using electronic signatures shall, prior to or at the time of such use, certify to the agency that the electronic signatures in their system, used on or after August 20, 1997, are intended to be the legally binding equivalent of traditional handwritten signatures.

1) The certification shall be submitted in paper form and signed with a traditional signature, to the Office of Regional Operations (HFC-100), 5600 Fishers Lane, Rockville, MD 20857.

2) Persons using electronic signature shall, upon agency request, provide additional certification or testimony that a specific electronic signature is the legally binding equivalent of the signer’s handwritten signature.
	Responsibility of the end user (system owner)



	§
	Rule
	Interpretation

	11.200 Electronic signature components and controls
	
	

	11.200 (a)
	Electronic signatures that are not based upon biometrics shall:

1) Employ at least two distinct identification components such as an identification code and password.

i) When an individual executes a series of signings during a single, continuous period of controlled system access, the first signing shall be executed using all electronic signature components; subsequent signings shall be executed using at least one electronic signature component that is only executable by, and designed to be used only by, the individual.

ii) When an individual executes one or more signings not performed during a single, continuous period of controlled system access, each signing shall be executed using all of the electronic signature components.

2) Be used only by their genuine owners; and

3) Be administered and executed to ensure that attempted use of an individual’s electronic signature by anyone other than its genuine owner requires collaboration of two or more individuals.
	From the technology point of view, the following features should be facilitated for electronic signatures: 

· The two components the signature consists of are the UserID and Password of that specific operator

· Both signature components (UserID and Password) are requested for the first signing executed during a continuous period of controlled system access

· For any additional signature executed during the same continuous period of controlled system access, just the second signature component (Password) is requested

· It is the responsibility of the end user to establish adequate procedural controls to hold individual accountable for their passwords and to prevent them being compromised
· Special controls should be considered to comply with item (3) with respect to Password management:
· In case the System Administrator has defined (or changed) a password for a User, the signature features for that specific User shall be disabled until the User has reset the password himself/herself

	11.200 (b)
	Electronic signatures based upon biometrics shall be designed to ensure that they cannot be used by anyone other than their genuine owners.
	Not implemented.

However, use of electronic signature should not restrict implementation of biometric identification in future upgrades.

	§
	Rule
	Interpretation

	11.300 Controls for identification codes/passwords
	Persons who use electronic signatures based upon use of identification codes in combination with passwords shall employ controls to ensure their security and integrity. Such controls shall include:
	This provision allows the use of combined identification components (UserID/Password) also as legitimate electronic signatures, provided, that the necessary security controls are applied.

	11.300 (a)
	Maintaining the uniqueness of each combined identification code and password, such that no two individuals have the same combination of identification code and password.
	From the technology point of view, the following features should be facilitated: 

· The uniqueness of the combination should be based on a unique UserID; Passwords can/will be defined by users, and the uniqueness can’t be predicted or controlled

· Management of UserID’s and Password changes (excluding Users changing their own passwords) are limited to System Administrator

· The system should prevent use of identical UserID’s

· The system should prevent deletion of UserID’s once defined in the system

· The system should require a Password for each UserID 

· Password should be encrypted and not viewable for anyone (including System Administrator)

· A transaction log should be captured automatically to record all actions regarding creation and maintenance of UserID and Password issues
· Password control is configurable (by System Administrator):

· Length from 1 to 32 characters (default 6)

· Allowable characters for passwords should be limited to printable characters and numbers (0-9)

· Password should be case-sensitive
· History per user. System remembers the last 0 to 32 passwords (default 10)

· Number of unsuccessful login attempts per user from 0 to 16 (default 3) before locking the account
· Lockout time from 1 to 32768 minutes or “forever” until the administrator unlocks it (default  “forever”)

· Password Aging from 1 day to  “forever” (default 90 days)

	11.300 (b)
	Ensuring that identification code and password issuances are periodically checked, recalled, or revised (e.g. to cover such events as password aging).
	From the technology point of view, the following features should be facilitated: 

· System Administrator should be able to disable (not delete) any UserID at any time when appropriate.

· System Administrator should be able to define a new Password for the user in case it has been forgotten, compromised or aged 

· User has ability to change his/her password at any time when convenient

· User should be forced and informed to change the password within the aging rules set by System Administrator

· System should apply automatically the Password constraints set by System Administrator (see 11.300(a))

	11.300 (c)
	Following loss management procedures to electronically deauthorize lost, stolen, missing, or otherwise potentially compromised tokens, cards, and other devices that bear or generate identification code or password information, and to issue temporary or permanent replacements using suitable rigorous controls.
	Responsibility of the end user (system owner)



	11.300 (d)
	Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to detect and report in an immediate and urgent manner any attempts at their unauthorized use to the system security unit, and, as appropriate to organizational management.
	From the technology point of view, the following features should be facilitated: 

· Information regarding the previous login attempt (successful or unsuccessful) should be shown to the operator when he/she logs in to the system 

· All unsuccessful logins are recorded in the login history file along with successful logins. This will ensure a complete list of who was using the system and when (minimum requirement)
· An immediate warning (if applicable) should be sent to System Administrator in case of unauthorized login attempts (recommendation)

· If the number of consecutive unsuccessful login attempts is exceeded, the UserID will be suspended until released as set by the Password settings.

· System Administrator should be able to unlock suspended Passwords at any time

· The system should provide configurable timeout from 1 to 60 min (default 5 min) to log out inactive User sessions. Timeout settings should be configurable for System Administrator) 

	11.300 (e)
	Initial and periodic testing of devices, such as tokens or cards, that bear or generate identification code or password information to ensure that they function properly and have not been altered in an unauthorized manner.
	Responsibility of the end user (system owner)


2.3 Legacy Systems

In addition to the enforcement discretions for specific provision of the rule, the Scope and Application Guidance from FDA [2] also clarifies the intentions of FDA regarding systems in operational use before August 20, 1997 (known as legacy systems), the effective date on Part 11.

The agency intends to exercise enforcement discretion with respect to all Part 11 requirements for legacy systems, if all the following criteria are met for a specific system:

· The system was operational before the effective date

· The system met all applicable predicate rule requirements before the effective date

· The system currently meets all applicable predicate rule requirements

· You have documented evidence and justification, that the system is fit for its intended use (including having an acceptable level of record security and integrity, if applicable)

If a system has changed since August 20, 1997, and if the changes would prevent the system from meeting predicate rule requirements, Part 11 controls should be applied to Part 11 records and signatures pursuant to the enforcement policy expressed in the Scope and Application Guidance [2]

3. Additional Part11 Related Definitions

The table below includes definitions that have not been specifically given in the regulation itself, even though they are widely used either inside the rule itself or in the context of it. The definitions are collected from different FDA sources, industry standards and Part11 interpretations developed by industry coalitions & representatives. However, they should not be considered as definitive, alternative definitions surely exist depending on the source. Where appropriate, an additional explanation is given in the “Annotations” column.
	Definitions
	Annotations

	Account: A logical security mechanism which identifies an individual system user and associated access privileges. [5]
	

	Archive: A lasting collection of computer system records, software, or hardware in long-term storage that can be restored to its original state.
	

	Audit trail: A secure, computer-generated, date/time-stamped record that allows reconstruction of the course of events relating to the creation, modification, and deletion of an electronic record.
	The audit trail should capture the listed actions at the date and time they occur, and must be created automatically by the system independently of operators.

	Authentication: The process to positively establish (beyond reasonable doubt) the validity of a user, device, other object’s claimed identity, often as a prerequisite to allow access to controlled resources in a system. [5]
	

	Authenticity: Verification of the origin and/or identity of an entity.
An authentic record is one that is proven to be what it purports to be and to have been created or sent by persons who purports to have created or sent it. [5]
	

	Backup: A collection of computer system data/records that have been copied from a computer related system, usually for contingency purposes.
	

	Compliance: A state of laboratory operations that ensures activities follow documented protocols. GLP compliance is the responsibility of the study director who oversees the facility, the personnel, the materials and the equipment or subcontractors that fall under the compliance protocols. A particular instrument is only GLP compliant when validated and verified by the operator for the specific analysis to be performed. A vendor cannot claim GLP compliance for its products. [9]
	

	Computer System: A system composed of computer(s), peripheral equipment such as disks, printers and terminals, and the software necessary to make them operate together. (ANSI/IEEE Standard 729-1983).
	

	Computerized System: A system that has a computer as a major, integral part. The system is dependent on the computer software to function. 
	

	Computer System Validation: Confirmation by examination and provision of objective evidence that computer system specifications conform to user needs and intended uses, and that all requirements can be consistently fulfilled.
	

	Computer Related System (CRS): Includes hardware, software, peripheral devices, personnel, and documentation (i.e., manuals and SOPs). Also referred to as the “system”.
	Computerized system plus its operating environment.

	Copying: Replication of a record to another location or media, resulting in no loss of content, structure, or context of the record. [5]
	

	Data: Measurable attributes of a physical entity, process or event. Data are only significant and meaningful when they have a specific relationship to the content, context, and structure of records. [5]
	

	Data owner: The person ultimately responsible for the data residing on a system. [5]
	

	Document: A document contains data arranged in a logical context determined by the associated metadata and characterized by formatting attributes. A document is more textual based, representing a formatted compilation of data elements. [5]
	

	Durable medium: Data storage medium that is either an inherently non-volatile medium (i.e., magnetic disk, magnetic tape, optical disk, flash memory cards, etc.) or a volatile medium with its own self-contained power supply that will retain and permit the transfer of data, before any data is lost, to an inherently nonvolatile medium after the failure of external power.
	

	Hybrid System: A system in which a portion of the information is recorded electronically and a portion is recoded non-electronically (e.g. manual handwritten notes in a log book) AND/OR a record in which one or more signatures are electronic and one or more signatures are handwritten. [5]
	

	Legacy system: System already in operation before the effective date of Part 11 (August 20, 1997). [2]
	

	Linking: A technological means of ensuring related logical items (such as fields, data, records, signatures) stay together as a unit, implying one could not be used separately. [5]
	

	Logical Security: Access control maintained through secure permissions administered and authenticated, using methods such as id/password combinations, tokens and biometrics. [5]
	

	Metadata: Information used for the identification, description, and relationships of electronic records and/or their elements. Can include items such as field attributes, record creation information, and electronic signatures. Metadata also includes other information elements about a record, such as its audit trail and electronic signature. [5]
	Information that describes the content and context of the data. It is often called also as secondary data or "data about data" (e.g. change log / audit trail).

	Person: Includes an individual, partnership, corporation, and association.
	

	Predicate rules: The underlying requirements set forth in the US Federal Food, Drug, and Cosmetic Act, in the US Public Health Service Act, and in FDA regulations (other than 21 CFR Part 11). [3]
	Understanding the scope of the 21 CFR Part11 regulation requires the knowledge of the record requirements set forth by the agency in the following GMP, GLP, GCP and QSR rules respectively:
· 21 CFR Parts 210, 211
· 21 CFR Part 58
· 21 CFR Parts 50, 54, 56, 312, 314, 600
· 21 CFR 820

	Raw data: Any laboratory worksheets, records, memoranda, notes, or exact copies thereof, that are the result of original observations and activities of a non clinical laboratory study and are necessary for the reconstruction and evaluation of the report of that study. It may include photographs, microfilm or microfiche copies, computer printouts (not for electronic records systems), magnetic media, including dictated observations, and recorded data from automated instruments. [9]
	Limiting Raw Data just to laboratory environment is not relevant with respect to the scope of Part11. Needs to be considered in a larger context.

	Records: All documents that provide evidence of what you were going to do, that you did it, and what happened when you had done it. [9]
	

	Risk: Combination of the probability of occurrence of harm and the severity of that harm. [3]
	

	Risk analysis: Systematic use of the available information to identify hazards and to estimate the risk. [3]
	

	Risk assessment: Overall process comprising a risk analysis and a risk evaluation. [3]
	

	Risk evaluation: Judgement, on the basis of risk analysis, of whether a risk which is acceptable has been achieved in a given context. [3]
	

	System: People, machines, and methods organized to accomplish a set of specific functions. [6] 
System: Comprises the analytical equipment and the method used on that equipment. A system of computerized equipment also includes the computer and software (including all mathematical operations performed on the measurement data). [9]
	Limiting the system just to analytical equipment is not relevant with respect to the scope of Part11. Needs to be considered in a larger context.

	System Owner: The person ultimately responsible for the operation of a system. [5]
	

	Timeout: A period of inactivity allowed for an operator during a User session before the system executes an automatic logout.
	

	Transient Data: This data is not an electronic record under Part 11 due to its “fleeting” nature. Such data may not be stored at all; e.g. it can be a direct signal from a detector to an A/D converter. Alternatively, it can be stored temporarily in a variety of manners. For example, it can reside solely in a computer’s RAM, or it can be stored to a computer’s virtual memory, i.e. written to hard disk in temporary files that are automatically deleted by the end of the current computer session. Transient data is unalterable by the user while it remains in memory. Transient data may be sent to a printer, processed further by the system, or transmitted to another computer system. It may be used by the system without ever being stored; e.g. as input for a feedback loop in a control system, or it could ultimately become a part of an electronic record. [4]
	


Appendix A

Acronyms and Abbreviations
	21 CFR Part11
	Electronic Records and Electronic Signatures - Code of Federal Regulations 21 Parts11

	Act.
	See section 2.2, item 11.3(b)

	Agency
	See FDA

	CFR
	Code of Federal Regulations

	GAMP
	Good Automated Manufacturing Practices

	GCP
	Good Clinical Practice

	GLP
	Good Laboratory Practice

	GMP
	Good Manufacturing Practices

	GXP
	Generic term covering GMP (Good Manufacturing Practices) GLP (Good Laboratory Practice), GCP (Good Clinical Practice) and GDP (Good Documentation Practice)

	ER’s
	Electronic Records

	ES’s
	Electronic Signatures

	FDA
	US Food and Drug Administration

	ISPE
	International Society for Pharmaceutical Engineering

	IQ
	Installation Qualification

	OQ
	Operation Qualification

	PDA
	Parenteral Drug Association

	PLC
	Programmable Logic Controller

	QA
	Quality Assurance

	QC
	Quality Control

	SOP
	Standard Operating Procedure

	VAN
	Value-Added Network

	VPN
	Virtual Private Network
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