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1. Preface

This document contains generic Windows software development guidelines that can be applied to any Windows programming environment.

Why have conventions? Here are just a few reasons...

· Conventions let you take more for granted. By making one global decision rather than many local ones, you can concentrate on the more important characteristics of the code.

· Conventions help you transfer knowledge between projects. Similarities in names give you an easier and more confident understanding of what unfamiliar variables are supposed to do.

· Conventions help you learn code more quickly on a new project. Rather than learning that X’s code looks like this, Y’s code like that and Z’s code like something else, you can work with a more consistent set of code.

· Conventions reduce proliferation. Without naming conventions, you can easily call the same thing by two different names. For example you might call total points both PointTtl and TtlPoints. This might not be confusing to you when you write the code, but it can be enormously confusing to a new programmer who reads it later.

· Conventions compensate for language weaknesses. You can use conventions to emulate named constants and enumerated types. The conventions can differentiate among local, module, and global data and can incorporate type information for types that aren’t supported by the compiler.

NOTE! 
Conventions and guidelines that are outlined in this document and all environment specific additional parts must be followed during all program development phases - even when just creating a quick demo or testbench since this new code may (and will very likely) be needed in “real” projects too!
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	DiLascia, Paul
	Fun with MFC: 33 Tips to Help You Get the Most Out of C++ Class Libraries for Windows.

	McConnell, Steve.
	Code complete. Microsoft press 1993


2. Naming conventions

2.1 Variable naming in general

The single most important naming convention is that the name must fully and accurately describe the entity the variable represents. An effective technique for coming up with a good name is to state in the words what the variable represents. Often the statement itself is the best variable name. It's easy to read since it doesn't contain cryptic abbreviations, and it's unambiguous. Because it's a full description of the entity, it won't be confused with something else. And it's easy to remember because the name is similar to the concept.

Variable names should be 8 to 32 characters long. Names that are shorter that 8 characters should be used only for scratch value variables with a limited scope of operation. The mMost common of this kind of variable names are i, j and k which are commonly used as loop variables. 

Computed value identifiers (like Max, Min and Sum) must be positioned at the end of the variable name. Examples of these kind of variable names are ResultMin, ResultMax and ResultAvg. Since the Num-prefix can lead to confusion (does NumResults mean NumResults or ResultNum) you must use Count (like in ResultCount) when referring to the total number of results and ResultIndex when referring to index of some result.

Use the following common opposites in variable names:

	Add/Remove
	Lock/Unlock

	Insert/Delete
	Old/New

	Inc(rement)/Dec(rement)
	Source/Destination

	Begin/End
	Min/Max

	First/Last
	Open/Close

	Set/Get
	Source/Target

	Claim or Get/Release
	Create/Destroy

	Next/Previous
	Up/Down

	Start/Stop
	Show/Hide


Note!
When you find yourself  "figuring out" a section of code, consider renaming the variables. It's OK to figure out murder mysteries, but you shouldn't need to figure out code. You should be able to read it. 

2.2 Naming loop indexes

Loop control variables in simple loops may have simple names (like i, j & k):

for(int i=0; i<100; i++)

  nData[i] = 0;

If a loop control variable is to be used outside the loop or is based on something in the "real world" (it's e.g. index of plate within an assay) it must be given a more meaningful name. If you are, for example, reading records from a file and need to remember how many records you've read, a more meaningful name like RecordCount would be appropriate. 

...

// Get record count

int nRecordCount = 0;

while( !InputFile.IsEOF() ) {

  nRecordCount++;

  InputFile.GetNextRecord();

}

// Lines using nRecordCount go here...

...

Carefully chosen names for loop-index variables avoid the common problem of index cross-talk: saying i when you mean j and j when you mean i. They also make array access that uses loop indexes more clearer (Score[nTeamIndex, nEventIndex] vs. Score[j, i]).

2.3 Naming state (boolean) variables

It’s better to think of flags as status variables. A flag should never have a "flag" in its name because that does not give you any clue about what the flag does. For clarity, flags should be assigned values and their values should be tested with native boolean types, enumerated types, named constants or global variables that act like named constants.

Examples of proper use of flag variables:

if( bDataReady )...

if( CharacterType & PRINTABLE_CHAR )...

if( ReportType == ANNUAL_REPORT )...

bRecalcNeeded = TRUE;

When you are naming boolean variables you should also:

· Use common boolean variable names like “Done”, “Error”, “Found” and “Success”.

· Give boolean variables names that imply TRUE or FALSE (e.g. Status is a bad name for a boolean variable, since you can not know by its name if the operation has been successful). A good test for vague names is to add “Is” in front of the boolean variable name. If the name can be understood when it has the “Is” prefix, it probably is a good name for a boolean variable, otherwise you should rename the variable (IsStatus is just garbage but IsProcessingCompleted or IsDone are great).

· Use positive boolean variable names, since negated names are almost impossible to negate again. If what you’re looking for is found, you have Found instead of not not Found.

2.4 Naming enumerated types

When you use an enumerated type, you can ensure that it’s clear that members of the type all belong to the same group by using a group prefix.

Example:

typedef enum { COLOR_RED, COLOR_GREEN, COLOR_BLUE } EColors;

2.5 Function/method naming

(
Functions must have clear, unambiguous names. If you have trouble creating a good name, that usually indicates that the purpose of the routine isn’t clear. A vague, wishy-washy name is like a politician on the campaign trail. It sounds as if it’s saying something but when you take a hard look, you can’t figure out what it means. If you can make the name clearer, do so. If the wishy-washy name results from wishy-washy architecture, pay attention to the warning: back up and improve the architecture.

For a procedure name use a strong verb followed by an object. A procedure with functional cohesion usually performs an operation on an object. The name must reflect what the procedure does, and an operation on an object implies a verb-plus-object name. PrintReport(), CalcMonthlyRevenues(), CheckOrderInfo() and RepaginateDocument() are samples of good procedure names.

Do not include the name of the object in object method names since the object itself is included in the call. You invoke routines with statements like Report.Print(), OrderInfo.Check() and MonthlyRevenues.Calc(). 

Avoid meaningless or wishy-washy verbs. Some verbs are elastic, stretched to cover just about any meaning. Routine names like HandleCalculation() and PerformServices() do not tell you what the routines do. (The exception would be when the verb “Handle” is used in the specific technical sense of handling an event.)
Start function name and each individual word in the name with an uppercase character and write all other characters in the name in lowercase (e.g. BeginToProcessOrders(), FormatDrive()). It’s not a good idea to create functions that differ from each other only by case of their name, since it’s very easy to say GetPrivateProfileString() when you really mean getPrivateProfileString(). 

(
The name must describe everything the routine does. Describe all outputs and side-effects in the routine’s name. If the routine computes report totals and sets a global variable that indicates all the data is ready for printing, ComputeReportTotals() is not an adequate name for the routine. ComputeReportTotalsAndSetPrintingReadyVar() is an adequate name but is too long and silly. If you have routines with side effects, you’ll have many long, silly names. The cure is not to use less-descriptive routine names, the cure is to program so that you cause things to happen directly rather than with side effects.

Make names of routines as long as necessary. Research shows that the optimum average length for a variable name is 9 to 15 characters. Routines tend to be more complicated than variables and good names for them tend to be longer. An average routine name length should be 15 to 20 characters but clear names that happen to be longer are just fine.

You must always use mixed case in routine names and start each word with one capital letter. Examples of proper routine names are ReformatAndPrintDocument() and GetUserName().

Name object member access functions as Get<MemberName> and Set<MemberName>. Examples of proper access methods for m_AssayNumber member variable are GetAssayNumber() and SetAssayNumber().

Functions that query object state and return a BOOL value must be named as Is<QueryState>(). An example of a valid state query routine name is IsValidFunctionName(). Do not use negation in state query function names, since this can very quickly lead to errors. Use code like:

if( !IsValidFunctionName(“HelloWorld!”) )...

that uses an explicit negation operation.

(
All functions that are stored in DLL must start with DLL module name prefix (or prefix abbreviation). Examples of proper use of this technique are routine names like, Ctl3dRegister(), Ctl3dUnregister(), WTLock() and  WTAboutDialog().

Start “transaction center” routine names with Dispatch (like DispatchMessage()), since these routines are meant to just dispatch event to some other routines based on some criteria.

2.6 Windows resource naming

Resource names and resource ID numbers must be selected according following conventions:

1.
Do not use string resource names - all resources must be given a numeric ID.

2.  Define symbolic names for all resources and always use this symbolic name when you are using this resource.

3.  Symbolic names must use underscore as the separator between resource name words.

Resource ID numbering and symbolic name selection must be done according the rules given in Microsoft Visual C++ technical note 20. This can be found from appendix 1 starting at page 22 of this document. The following table summarizes standard resource naming conventions and also defines valid ID ranges for Win32 development.

	Prefix
	Type of Symbol
	Example
	Range

	IDR_
	Identification shared by multiple resources of different types.
	IDR_MAINFRAME
	1 to 0x6FFF

	IDD_
	Dialog resource
	IDD_SPELL_CHECK
	1 to 0x6FFF

	HIDD_
	Dialog-resource Help context
	HIDD_SPELL_CHECK
	0x20001 to 0x26FF

	IDB_
	Bitmap resource
	IDB_COMPANY_LOGO
	1 to 0x6FFF

	IDC_
	Cursor resource
	IDC_PENCIL
	1 to 0x6FFF

	IDI_
	Icon resource
	IDI_NOTEPAD
	1 to 0x6FFF

	ID_
	Command from menu item or toolbar
	ID_TOOLS_SPELLING
	0x8000 to 0xDFFF

	HID_
	Command Help context
	HID_TOOLS_SPELLING
	0x18000 to 0x1DFFF

	IDP_
	Message-box prompt
	IDP_INVALID_PARTNO
	8 to 0xDFFF

	HIDP_
	Message-box Help context
	HIDP_INVALID_PARTNO
	0x30008 to 0x3DFFF

	IDS_
	String resource
	IDS_COPYRIGHT
	1 to 0x7FFF

	IDC_
	Control within dialog box
	IDC_RECALC
	8 to 0xDFFF


2.7 Variable naming convention

Environment specific issue.

2.8 Object naming

Environment specific issue.

3. Code formatting conventions

3.1 Code formatting in general

Screen real estate should be conserved as much as possible while still allowing code formatting to reflect logic structure and nesting. For this reason standard (tab-based) block nesting indentations must be two spaces.

// Sample that shows correct identation and spacing style

// Note the use of whitespace between operators!!!

for(nPlate=1; GetMaxPlateCount(); nPlate++) {

  for(nWell=1; GetMaxWellCount(); nWell++) {

    dCountsSom += GetCountsForWell(nPlate, nWell);

    ...

  }

}

Variables and non-generic constants should be grouped by function rather than being split off into isolated areas or special files.

// Plate level data

int nPlateIndex;

int nPlateCount;

. . .

// Assay level data

int nAssayIndex;

int nAssayCount;

. . .

You should place only one object interface declaration or implementation into one file. If you are creating a library or otherwise have some related objects, the interfaces for these objects can be put to the same file but must be separated by using standard block separator comment blocks.
3.2 Common code element formats

Environment specific issue.

3.3 Basic function/method implementation format

Environment specific issue.

3.4 Basic function declaration format

Environment specific issue.

3.5 Basic source file format 

Environment specific issue.

3.6 Environment specific formatting issues

Environment specific issue.

4. Code commenting conventions

4.1 General

(
All procedures and functions must begin with a brief comment describing the functional characteristics of the routine (what it does). This description should not describe the implementation details (how it does it) because these often change over time, resulting in unnecessary comment maintenance work or, worse, erroneous comments. The code itself and any necessary inline or local comments will describe the implementation. 

Parameters passed to a routine should be described (a) if they are not obvious and (b) when specific ranges are assumed by the routine. Function return values and global variables that are changed by the routine (especially through reference parameters) should also be described at the beginning of each routine. 

Note: See other parts of this document for proper methods for passing variables to methods/functions. If for some reason you really must modify global variable from a function, this behavior MUST be documented. 

Every nontrivial variable declaration should include an inline comment describing the use of the variable being declared.

Variables, controls, and routines should be named clearly enough so that inline commenting is only needed for complex or non-obvious implementation details.

Example (in C++ but the general principle applies to other environments too): 

CString GetUniqueFilename(LPCSTR pszPath, LPCSTR pszExtension)

//

// This routine returns unique filename within 'pszPath' directory. This filename

// can be used to create temporary files or files that need not have any

// user supplied information inside filename. Example of returned filename:

// "C:\WINDOWS\SYSTEM\31019400.DOC"

//

// pszPath

//   Directory within temporary filename must be unique, like 

// 
 “C:\WINDOWS\SYSTEM" without ending backslash. This 'pszPath' is

//   starting part of the filename that will be returned.

// pszExtension

//   Returned unique filename will have 'pszExtension' at the end of the

//   name, like "DOC" or "TMP".

//

{

  ...Actual function code goes here

}

As this example points out, the routine name is followed by a comment describing what the routine does. Both parameters are also described. This very detailed description about the functions behavior should normally be placed only in the function interface (.h) file and a little less poetic comment may be placed in the implementation (.cpp) file.

End line comments are normally forbidden, but can be used at the end of the data declaration line.

Comments have one space character between // characters (or other environment specific comment such as the start character). Comment should be in the beginning of the line for regular text and there should be three spaces between // characters and argument description text.

The code itself must include block comments describing what code does, NOT how it does it (normally not, but if an algorithm needs explanation, then OK). The code itself certainly describes how it's done. 

If you use some textbook or magazine article as a base for your code, your source should have clear indication of this and you should also put a reference to the original source for your algorithm in a comment block that is located before the code that it explains.

Example (in C++ but general principle applies to other environments too):

int nStartingPos; // Will include starting point of dot before extension

int nTopPos; // Will include top point of dot before extension

// First we try to find starting point of the extension inside Filename. 

// NOTE that code will NOT WORK if there is subdirectories containing dots

// included in Filename!

nStartingPos = Filename.Find(‘.’)

// If there is no extension in Filename we will return "". 

if(nStartingPos == 0) {

  return “”;

}

// Extension is found, so lets break it apart and return it, e.g. "DOC"

return Filename.Mid(nStartingPos + 1, Filename.GetLength() - nStartingPos)

Use comments and white spaces (extraneous empty lines) as separating block between different functional code blocks. Try to make code as readable as possible by tying code to blocks and indenting it.

Example that shows proper code block commenting technique from actual Microsoft MFC source code (in C++ but general principle applies to other environments too):

  . . .

  // Must be a generic memory block.

  ASSERT(p->use == (bIsObject ? CMemoryState::objectBlock : CMemoryState::bitBlock));

  // keep track of total amount of memory allocated

  lCurAlloc -= p->nDataSize;

  // Mark as free block

  p->use = CMemoryState::freeBlock;

  // optionally reclaim memory

  if(!(afxMemDF & delayFreeMemDF)) {

    // remove from the linked list

    if(p->pBlockHeaderNext)

      p->pBlockHeaderNext->pBlockHeaderPrev = p->pBlockHeaderPrev;

    if(p->pBlockHeaderPrev) {

      p->pBlockHeaderPrev->pBlockHeaderNext = p->pBlockHeaderNext;

    } else {

      ASSERT(pFirstBlock == p);

      pFirstBlock = p->pBlockHeaderNext;

    }

    // fill the entire block including header with dead-land-fill

    memset(p, bDeadLandFill, sizeof(CBlockHeader) + p->nDataSize + nNoMansLandSize);

    free(p);

  } else {

    // keep memory around as dead space

    memset(p->pbData(), bDeadLandFill, p->nDataSize);

  }

  . . .

See chapter Error! Reference source not found. starting at page Error! Bookmark not defined. of this document for more information about use of comments as an recommended Wallac coding technique.

4.2 File header comment

Environment specific issue.

4.3 Code block separator comment

Environment specific issue.

5. Coding style issues

5.1 Preface

Example of poor documentation resulting from bad programming style:

For i=1 To Num 

MeetsCriteria[ i ] = True

Next

For i = 2 To Num/2

j = i + i

While ( j <= Num) 

MeetsCriteria[ j ] = False

j = j + 1

WEnd

Next

For i = 1 To Num

if MeetsCriteria[ i ] Then

MsgBox i & " meets criteria."

End If

Next

What do you think this routine does? It's poorly documented not because it lacks comments, but because is lacks good programming style. The variable names are uninformative and the layout is crude. Here is the same code improved, just improving the programming style makes its meaning much clearer:

For PrimeCandidate = 1 To Num

  IsPrime[ PrimeCandidate ] = True

Next

For Factor = 2 To Num / 2

  FactorableNumber = Factor + Factor

  While ( FactorableNumber <= Num) 

    IsPrime[ FactorableNumber ] = False

    FactorableNumber = FactorableNumber + Factor

  WEnd

Next

For PrimeCandidate = 1 To Num

  if IsPrime[ PrimeCandidate ] Then

    MsgBox PrimeCandidate & " meets criteria."

  End If

Next

Unlike the first piece of code, this one lets you know at first glance that the code has something to do with prime numbers. A second glance reveals that is finds the prime numbers between 1 and Num. The difference between two code fragments has nothing to do with comments. Neither fragment has any. The second one is much more readable, however, and approaches the Holy Grail of legibility: self-documenting code. Such code relies on good programming style to carry the greater part of the documentation burden. In well-written code, comments are the icing on the readability cake.

(
Key points:
· Does each routine's name describe exactly what the routine does?

· Does each routine perform one well defined task?

· Is each routine's interface obvious and clear?

· Are variables used only for the purpose for which they're named?

· Are named constants used instead of magic numbers and magic strings?

· Are extra variables used for clarity when needed?

Int nValue;

If((nValue=MsgBox("Hello World!", NULL, MB_OK))==IDOK) {

  . . .

}

Int nValue = MsgBox("Hello World!", NULL, MB_OK)

If(nValue==IDOK) {

  . . .

}

· Are related statements grouped together?

· Does the program's layout show it's logical structure?

· Is the code straightforward and does it avoid cleverness?

5.2 Functions and routines

5.2.1 General function issues

· Do not write multipurpose functions (like C RTL function realloc()). Use separate functions to allow stronger argument validation (like ShrinkMemory() and GrowMemory()).

(
int FileOperation(LPTSTR pszBuffer, int pnBufSize, BOOL bRead)

// Returns 0 if error

// else returns number of bytes actually read/written

{

  . . .

}

int FileRead(LPTSTR pszBuffer, int pnBufSize)

{

  . . .

}

void FileWrite(LPCTSTR pszBuffer)

{

  . . .

}

· Make it hard to ignore error conditions. Don’t bury error codes in return values! Think and design the interface for your function so that the programmers can use it correctly the first time they use your API. 

bool FileRead(LPTSTR pszBuffer, int nBufSize)

// Returns true if one line of text was read, 

// false in case of IO error (use GetFileError() to get error code)

{

  . . .

}

bool FileWrite(LPCTSTR pszBuffer)

// Returns true if one line of text was written, 

// false in case of IO error (use GetFileError() to get error code)

{

  . . .

}

int GetFileError()

{

  . . . 

}

. . .

bool WriteStuffToFile()

// High level write routine

{

  if(!FileWrite(. . .)) {



return false;

  }


. . .

  return true;

}

int main()

// Main routine that uses the high level write routine

{

  . . .

  if(!WriteStuffToFile()) {



int nErrorCode = GetFileError();

    CString ErrorText = GetFileErrorText();

. . .

· Write functions that, given valid inputs, cannot fail.

Functions should not be longer that one listing page (about 60-70 lines). More important than the routine maximum length is the rule that, you should try to generate code that can be fully understood in the normal developer source code editor without scrolling. This means that conditional (if/then/else) or loop (for/while/repeat) code structures must fit in a single screen. Use subroutines and better program structure to avoid unnecessarily long statements which make code very hard to understand and error prone.

(
When you are coding functions/members try to follow the following steps:

1.
Design the routine (what should it do and how should it perform these activities). Design also test cases that can be used to verify that the routine works correctly.

2.
Write function body as comments as in the following example:

int DaysInMonth(int nYear, nMonth)

// Returns the number of days in year “nYear” month “nMonth”

// If nYear and/or nMonth are invalid this function ASSERTs and returns 30

{

  // Check arguments

  // Calculation step 1...

  // Calculation step 2...

  return nResult;

}

3.
Write real code to fill empty blocks between “PDL” (program description language) comments.

int DaysInMonth(int nYear, nMonth)

// Returns the number of days in year “nYear” month “nMonth”

// If nYear and/or nMonth are invalid this function ASSERTs and returns 30

{

  // Check arguments


if(...) {

   ASSERT(FALSE); 

   return 30;

  }

  // Calculation step 1

  int nResultForSum = ...

  // Calculation step 2


 int nResult = nResultFromSum + ....

  return nResult;

}

4.
Read the code and mentally check the routine for any syntax or logic errors. Check routine naming, interface, layout and documentation. Fix all errors that you discover in this phase. Go back to the start of phase 4 until you are sure that the code works.

5.
Compile the routine. Try to delay this phase as long as you can since you can benefit in several ways by not compiling until late in the process. The main reason is that when you compile new code, an internal stopwatch starts ticking. After the first compile, you step up the pressure: Get it right with Just One More Compile. The “Just One More Compile” syndrome leads to hasty, error-prone changes that take more time in the long run. Avoid the rush to completion by not compiling until you’ve convinced yourself that the routine is right.

6.
Run the code in the debugger to see that it performs like it should.

7.
Check that the code performs properly for all planned test cases. If the code is found to be unusually buggy at this point you should seriously consider going back to step 1 and rewrite the routine again from scratch. Don’t patch it, rewrite it. Patches usually indicate incomplete understanding and guarantee errors both now and later.

The point of this coding style is to show how to rise above the cycle of hacking something together and running to see if it works. Compiling before you’re sure your program works is often a symptom of the hacker mind-set. If you’re not caught in the hacking-and-compiling cycle, compile when you feel it’s appropriate to. But remember to start to follow exactly the steps outlined it the previous text when after a while ýou start to hack code again!
5.2.2 Passing parameters to functions

Routines should not use any global data unless it's impossible to implement the requested functionality without global data. Global/local constants can be used, but even this should be avoided. All constants should be rather defined with module or object scope than with global scope.

(
Do not use routine parameters as working variables. It's dangerous to use the parameters passed to a routine as working variables. Use local variables instead. A routine cannot change the value of any input-only parameters that are passed to it.

A routine must use (directly or pass to other called routines) all data that is passed to it via arguments. Use all the parameters. If you pass a parameter to a routine, use it. If you do not use it, remove the parameter from the routine interface. (The only exceptions to this rule are function pointers that require the same argument list for all called functions and DLL or COM/DCOM interfaces that cannot mutate).

Put routine parameters in Input-Modify-Output order. Instead of ordering parameters randomly or alphabetically, list the parameters that are input-only first, input-output second and output-only third. This ordering implies the sequence of operations happening within the routine - inputting data, changing it and sending back a result.

All modify- and output-parameters must be passed TODO: VB via pointers, since this makes it very obvious that the routine modifies these variables. Reference parameters can be used only as a performance enchantment and should always be passed as const parameters if your environment supports this.

Put status or error variables last in the function parameter list since they by definition are output-only variables.

Limit the number of a routine’s parameters to about seven.

If you use functions to simulate objects, you should always pass “this” pointer or handle as a first argument of your function (like e.g. the C++ compiler does pass this to objects under the hood).

Use the same or a very similar argument list order for functions that process the same kind of data (a very good example of this are Windows API functions that do something to a Window - they all have hWnd as their first parameter). Example of good parameter ordering:

AddCustomer(CUSTOMER_LIST *pCustomers, LPCSTR pszName, LPCSTR pszAddress);

AddClient(CLIENT_LIST *pClients, LPCSTR pszName, LPCSTR pszAddress);

Pass only the parts of structured variables that the routine needs. The whole routine is easier to use somewhere else if you've specified a precise interface. (Exceptions to this rule are ADTs and object types that are used to treat data as an object outside the ADT code. In this case you should pass whole record as a parameter, since otherwise you lose the level of abstraction that the ADT provides).

5.2.3 Parameter validation

(
A good program never puts out garbage, regardless of what it takes in. A good program does not use "Garbage in Garbage out" - it uses "Garbage in, error message out" or "No garbage allowed in" instead. In practice this means that you must:

-
Check the values of all input from external data sources. When getting data from a file or user, check to be sure that the data falls in the allowable range. Make sure that numeric values are within tolerances and that strings are short enough to handle. Comment assertions about acceptable input ranges in the code.

-
Check the values of all routine input parameters. Checking the values of routine input parameters is essentially the same as checking data that comes from external source, except that the data comes from another routine instead of from a file or a user.

bool CMyDate::DaysInMonth1(int nYear, int nMonth)

// Check arguments in debug AND release builds

{

  // Check that year is valid

  if( (nYear < 1980) || (nYear > 9999) ) {



TRACE("CMyDate:: DaysInMonth1(): Invalid year argument (%n)!\n", nYear);



return false;

  }

  // Check that month is valid

  if( (nMonth < 1) || (nMonth > 12) ) {



TRACE("CMyDate:: DaysInMonth1(): Invalid month argument (%n)!\n", nMonth);



return false;

  }

  . . .

  return true;

}

bool CMyDate::DaysInMonth2(int nYear, int nMonth)

// Check arguments in debug builds only

{

  // Check arguments

  VERIFY( (nYear >= 1980) || (nYear <= 9999) );

  VERIFY( (nMonth >= 1) || (nMonth <= 12) );

  . . .

  return true;

}

Sometimes a routine is called only from higher level functions that already have validated values which will be routed to lower level code. In this case you can make an architectural design choice to implement parameter error checking only in high level code. This can be called the "operating room technique": Data is sterilized before it's allowed to enter the operating room. Anything that is in the operating room is assumed to be safe. The key design decision is deciding what to put in the operating room, what to keep out and where to put doors. If you decide to follow the operating room technique you should use ASSERT() to document your assertions about validity of parameters that are passed to low level functions even if you do not supply any error checking capabilities for retail builds. 

Code must check the return values for calls that have special "error return". This can be categorized in two classes:

-
Minor errors that do not affect program operation or that produce just cosmetic errors. These can be checked with just single VERIFY() operation:


char szMessage[] = “Hello World!”;


VERIFY(DC.TextOut(42, 42, szMessage, strlen(szMessage));

-
Memory allocation, file open or file access errors that must be checked thoroughly in both debug and retail builds. This can be done e.g. as follows:


...


// Open file for processing


HFILE hMyFile = _lopen("MyFile.TXT");


if(hMyFile == INVALID_HANLDE) {



ASSERT(FALSE);



// Inform the user about the problem, if this is NOT



// done with higher level code.



return ERR_FILE_OPEN_FAIL;


}


// Do something to file that has just been opened


...

The code above cannot use just ASSERT() and VERIFY() to perform checks needed for defensive programming, since most of these checks should be done also in retail code. Here are some guidelines for deciding which defensive programming tools to leave in production code and which to remove:

-
Leave in code that checks for important errors in areas of the program you cannot afford to have undetected errors. Screen repaint problems usually do not belong to this category but errors in the result calculation engine most certainly do.

-
Remove (not physically, just use precompiler or boolean variable bDebugMode to “deactivate”) code that results in hard crashes.

-
Leave in code that helps the program crash gracefully.

-
See that the messages you leave in are friendly to the user. A common and quite effective approach is to notify the user about an "Internal error" and list some product support personnel address or phone number (if applicable) which they can report it.

5.3 Variable initialization

(
Initialize and declare each variable close to where it's used:

-
This helps to minimize errors created during code maintenance, since variables are guaranteed to still have initialized values when they are first used.

-
Code is easier to read, since it's very clear that what variables are used and where.

-
It's easy to put a loop around some block of existing code, since all initialization will still be done properly.


int MyFunction(int nAssayPlateCount)


// Show how to declare variables


{



// Perform first operation here



CMyObject MyObject(nAssayPlateCount)



for( int nPlate = 0; nPlate < nAssayPlateCount; nPlate++ ) {




int nPlateArrayIndex = nPlate * CONSTANT_VALUE_NAME;




. . .



}



// Perform second operation here



CMyObject MyAnotherObject;



int nAnotherVariable = 0;



for . . .



return ERR_FILE_OPEN_FAIL;


}

Check all input values for validity. Before you assign input values to anything, make sure that the values are reasonable.

5.4 Type casting

Avoid casts like the plague. C programmers love to cast. This is a bad habit even in C, but one that’s so ingrained it seems natural. No no no! I’m not saying you should never cast, but it’s almost always avoidable. Casting should be a last resort, not the first thing you reach for. Think of it as a privilege, sort of like a license to kill. Don’t abuse it. And any time you find yourself casting, ask yourself, “Do I really need to do this?”

Why is casting so bad? Because every time you cast, you defeat the C++ compiler’s innate ability to perform all sorts of wonderful typechecking for you. In other words, you undermine its ability to find bugs in your code.

So when is it OK to cast? Well, you have to use your judgment, but there are a few situations where it’s safe. It’s usually OK to cast a void*, since presumably the reason the argument was declared void* in the first place is because it’s supposed to be a holder for whatever type you want (I also think void* is overused). And it’s often OK to “downcast” a base class pointer to a derived class pointer. 

For example, say you’re writing an Visual C++ MFC application with a document class called CMyDoc. This is the only document class you use, so everywhere in your program MFC hands you a CDocument, you know it’s really a CMyDoc. In this case it’s safe to cast. In fact, the AppWizard even writes a GetDocument function for you that does just this.

inline CMyDoc* CMyView::GetDocument()

{

  return (CMyDoc*)m_pDocument; 

}

GetDocument casts the document pointer to the appropriate type because you’ve told it that CMyView is a view on CMyDoc. But note what AppWizard has done: it’s encapsulated this cast in the GetDocument function, so you don’t have to put casts in your code. This suggests that if you must cast, encapsulate the cast in a function or macro. That way, you localize the ugly beast. In MFC, you should even add an extra sanity-check with CObject-derived classes by actually verifying that the run-time class is what you expect. 

In the document example, you could (and should) write:

CMyDoc* CMyView::GetDocument()

{ 

  ASSERT(m_pDocument>IsKindOf(RUNTIME_CLASS(CMyDoc)));

  return (CMyDoc*)m_pDocument; 

}

5.5 Reusability

(
Any time you implement some bit of functionality that has general use, package it in a library or in a COM object. That way, you only write the code once. If you’ve written it once, and it works, do you really want to write it again?

All generally useable code must be placed in common code libraries that are available to all members of the same project team, or to all Wallac software project teams depending on the generality of the code.

6. DLL issues

6.1 How to create DLL

The following rules must be followed when creating conventional DLLs for internal use:

· All DLL modules MUST have valid binary version resource information.

· A DLL must have a <MODULE>GetVersion() function, that can be used to check the DLL version at runtime. This function must return a WORD value that has the major module version number in high byte and minor module version in low byte. If e.g. module version is 3.10 this function should return 0x030A.

· File that defines exports from the DLL (<DLL>.pas or <DLL>.h) must include definition for the constant <MODULE>_VERSION that defines the WORD sized current version number for this file.

New DLL versions must be compatible with old versions - you may not change argument count, ‑type, ‑order or function names (or ordinal numbers). If you need to add new arguments to functions, rename the old version of the function to <FUNCTION>Ex and modify its definition to suit your needs. After this you should create a new function named <FUNCTION> which has the same argument list and order as the original version. The <FUNCTION> version can many times just call the Ex-version and supply some default value for new arguments. If a new DLL for some reason cannot be made compatible with the old version of the DLL, you must change both the module and filename of this DLL when making the new release. Good practice in this case is to add a major version number after the module name (e.g. rename WARC.DLL  to WARC100.DLL).

A DLL must manually define export ordinal numbers for each exported function in a <DLL>.DEF or <DLL>.PAS file so that these numbers will not change when new exported functions are later added.

The following generic module generation rules must be also followed:

· Exported library functions and constants defined in a library import file must have some kind of short module name prefix (e.g. all WTOOLS.DLL functions begin with "WT" - WTGetVersion(), WTCommErrorBox(), ...).

· A DLL must check the validity of all its arguments in both retail and debug mode. If invalid input is detected it must, in debug mode, display the message via OutputDebugString() or TRACE() and return the error indicator value (or otherwise indicate failure ). In release mode it should not display diagnostic messages (except for fatal errors that lead to abnormal program halt) and must just return the error code.

C++ classes should NOT be directly exported from a DLL and all exported interfaces should be function based. If you directly export a C++ class interface from a DLL, the module name MUST contain the DLL version number (like e.g. MFC DLLs MFC250.DLL and MFC30.DLL do).

6.2 How to use DLL

1.
The application must check the version number for all DLL modules that it uses.

2.
The application must allow newer (and compatible) DLL-versions to exist in the system. It must NOT require some specific version of DLL to be used.

Version checking should be done like:

... very early during application initialization...

// Check version of WTOOLS.DLL

if(WTGetVersion()<WT_VERSION) {

  WTCommErrorBox(:..):


return FALSE;

}

This methods uses the WTOOLS.DLL function  


WTCommErrBox(hWnd, WTCE_OLDDLL, pszDllName, wRequiredVersion)
to give a standard error message to the user if old an DLL version exists in the system.

6.3 How to install DLL

The setup application must use Windows version services (VER.DLL or VERSION.DLL) and correct version checking to ensure that the system always has the latest versions of each DLL. Manual file installations must be avoided whenever possible and special care must be taken not to overwrite new files with old ones. 

The setup application must install DLLs that are used by many commercial applications to the user’s SYSTEM directory (that must not be hardcoded to be C:\WINDOWS\SYSTEM but instead determined at runtime via the GetSystemDirectory() API) and put only application specific files in the app​li​ca​tion home directory. Setup also cannot assume that the user’s windows directory is C:\WINDOWS -  use the GetWindowsDirectory() API to retrieve this information at runtime.

The setup application should also support installing the application and/or Windows on a network drive and it must not assume that it can write files to the user’s System-directory.

7. Use of 3rd party components 

7.1 General principles

The general principle for using third party components in Wallac projects is that their use should be avoided if possible and anyway kept to a minimum. The main reason is that we do not have control over the development of the component. Since we want to ensure the high quality of our code now and in the foreseeable future, we have to be sure that the developer of the component and preferably also the source code will be available to us if necessary. 

Despite the statement above, programmers are encouraged to avoid any unnecessary burden of coding if that could be avoided by using a suitable component or other tool. When one evaluates the suitability of a new component or tool for Wallac, one should consider also following things: 

· preferably supports all languages we use
· localization issues (multi language)

· availability of support now and in the future

7.1.1 3rd party components already in use by Wallac

Wallac has licensed several third party components. The list of approved components is maintained by the SDT team, ask your supervisor where the list is currently located. Approval process for the components is described in the SW SOP.
7.1.2 Using 3rd party component in your code/application

When you want to use a 3rd party component in your code, be sure to notify your project manager about its use so that he/she can take appropriate action to ensure the license terms are met.
8. Appendix 1 - Resource ID numbering conventions

8.1.1.1 MFC Technical Note 20

This note describes the ID naming and numbering conventions used by MFC 2.0 for resources, commands, strings, controls, and child windows.

8.1.1.2 The Problem

The MFC ID naming and numbering conventions are intended to meet the following requirements:

-
Provide a consistent ID-naming standard used across the MFC library and MFC applications that are supported by App Studio. This allows the programmer to more readily interpret IDs as to their type and origin.

-
Emphasize the strong 1-to-1 relationship between certain types of IDs. This helps to clarify MFC's application framework architecture.

-
Conform to already widely used standards for naming IDs in Windows.

-
Partition the ID-numbering space, so as to avoid unintentional duplication of ID numbers amongst those assigned by the programmer, by MFC and Windows, and by App Studio-edited applications.

8.1.1.3 Overview of ID Prefix Naming Convention

There are several categories or types of IDs in an application. The MFC ID-naming convention defines different prefixes for different resource types.

MFC uses the prefix "IDR_" to refer to a resource ID that applies to multiple resource types. For example, for a given frame window, the same "IDR_" value is used to refer to a menu, accelerator, string and icon resource all at once.


IDR_

Multiple resource types (Used for Menus, Accelerators primarily)


IDD_

for dialog template resources (for example, IDD_DIALOG1)


IDC_

for Cursor resources


IDI_

for Icon resources


IDB_

for Bitmap resources


IDS_

for String resources

Note that the IDS_ value for a string resource is the ID passed to LoadString. The actual implementation of string table resources, groups together 16 strings into one segment.Within a DIALOG resource, we follow the convention of


IDOK, IDCANCEL

for standard pushbutton IDs


IDC_  


for other dialog controls

The "IDC_" prefix is also used for cursors. This naming conflict is not usually a problem since a typical application will have few cursors and a large number of dialog controls.Within a Menu resource, we follow the convention of


IDM_

for menu items not using the MFC command architecture


ID_

for menu item commands using the MFC command architecture

Commands that follow the MFC command architecture must have an ON_COMMAND command handler and may have an ON_UPDATE_COMMAND_UI handler. If these command handlers follow the MFC command architecture, they will function correctly whether they are bound to a menu item, a toolbar button or a dialog bar button. The same ID_ is also used for a menu prompt string displayed on the program's message bar. Most of the menu items in your application should follow the MFC command convention. All of the standard command IDs (for example, ID_FILE_NEW) follow this convention. MFC also uses "IDP_" as a specialized form of strings (that is, instead of "IDS_"). Strings with the "IDP_" prefix are "prompts," that is, strings used in message boxes. "IDP_" strings may contain "%1" and "%2" as place holders of strings determined by the program. "IDP_" strings usually have help topics, while "IDS_" strings do not. "IDP_" strings are always localized, while "IDS_" strings may or may not be localized.

The MFC library also uses the "IDW_" prefix as a specialized form of control IDs (that is, instead of "IDC_"). These IDs are assigned to child windows such as views and splitters by the framework classes. MFC implementation IDs are prefixed with "AFX_".

8.1.1.4 Overview of ID-numbering Convention

The following lists the valid ranges for the IDs of the specific types. Some of the limits are technical implementation limits while others are just conventions to prevent your IDs from colliding with Windows predefined IDs or MFC default implementations. We strongly recommend you do not define IDs outside the recommended ranges. Even though the lower limit of many of these ranges is 1 (0 is not used), common convention starts practical use of IDs at 100 or 101.

Prefix
Resource Type

Valid Range for 16-bit development

IDR_
multiple

1 -> 0x6FFF

IDD_
dialog templates

1 -> 0x6FFF

IDC_,IDI_,IDB_
cursors, icons, bitmaps

1 -> 0x6FFF

IDS_, IDP_
general strings

100 -> 0x7FFF

ID_
commands

0x8000 -> 0xDFFF

IDC_
controls

8 -> 0xDFFF

Reasons for these range limits:

-
By convention, the ID value of 0 is not used.

-
Windows implementation limitations restrict true resource IDs to be less than or equal to 0x7FFF. MFC's internal framework implementations reserve several ranges: 0xE000->0xEFFF and 0x7000->0x7FFF.

-
Several Windows system commands use the range of 0xF000 -> 0xFFFF.

-
Control IDs of 1->7 are reserved by IDOK, IDCANCEL, and so on.

-
The range of 0x8000->0xFFFF for strings is reserved for menu prompts for commands.
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