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PRODUCT SOFTWARE DEVELOPMENT

PURPOSE:
This document describes the procedures and methods specific in new product development (NPD) of software.
SCOPE:
This procedure applies to NPD process for developing software products to be manufactured at the Turku Site (Wallac Oy). The procedures defined herein are additions to the separately defined new product development procedures, which all apply also in software development.

This procedure will be initiated for the development of new software products and for the development of changes to existing software products.

RESPONSIBILITY:
The Department Director of Software Development is responsible for definitions and maintenance of this document.

The personnel participating in software development process is responsible that the document is followed as written and intended.


INTRODUCTION

Development of software follows the new product development (NPD) process as defined in Reference 1. The procedures and methods described in this document are additions and details specific to products including software.
DEFINITIONS

bug  See fault (Ref. 2).

error  Human action that produces an incorrect result (Ref. 2).

failure  Deviation of the software from its expected delivery or service (Ref. 2)
fault  Manifestation of an error in software. A fault, if encountered, may cause a failure. Synonym: bug, defect (Ref. 2).

installation qualification  Establishing confidence that process equipment and ancillary systems are compliant with appropriate codes and approved design intentions, and that the manufacturer's recommendations are suitably considered (Ref. 3).

module  a) In programming languages, a self-contained subdivision of a program that may be separately compiled. b) A dis​crete set of instructions, usually processed as a unit, by an assembler, a compiler, a linkage editor, or similar routine or subrou​tine (Ref. 3).

software element  (IEEE) A deliverable or in-process document produced or acquired during software development or mainte​nance (Ref. 3).

software item  (IEEE) Source code, object code, job control code, control data, or a collection of these items (Ref. 3).

software life cycle  (NIST) Period of time beginning when a software product is conceived and ending when the product is no longer available for use. The software life cycle is typically broken into phases denoting activities such as requirements, design, programming, testing, installation, operation and maintenance (Ref. 3).

software project, instrument  A software development project to provide the software component(s) of an instrument project. The components typically include operating system, user interface and communication software to the instrument and control​ling software to the workstation.

software project, ots  A software development project to provide off-the-shelf software product for intended use.

software project, system delivery  A delivery project to provide a complete customer specific solution (computerized system) to fulfill customer needs. The scope of the system may vary from case to case, but it usually contains instrumentation and soft​ware, customization and integration activities as well as related validation and project management services.

software project, technology  A software development project to provide up-to-date software components applicable in vari​ous software products. Typically, they represent low-level components used to encapsulate application software from hardware restrictions.

verification, software  Establishing by objective evidence that the design outputs of a particular phase of the software devel​opment life cycle meet all of the specified requirements for that phase. Software verification looks for consistency, complete​ness, and correctness of the software and its supporting documentation, as it is being developed, and provides support for a subsequent conclusion that the software is validated (Ref. 4).

testing, software  Software testing is one of many verification activities intended to confirm that software development output meets its input requirements. Other verification activities include various static and dynamic analyses, code and document in​spections, walkthroughs and other techniques (Ref. 4).

validation, software  Confirmation by examination and provision of objective evidence that software specifications conform to user needs and intended uses, and that the particular requirements implemented through software can be consistently fulfilled. Since software can be part of a larger hardware system, the validation of software typically includes evidence that all software requirements have been implemented correctly and completely and are traceable to system requirements. A conclusion that software is validated is highly dependent upon comprehensive software testing, inspections, analyses, and other verification tasks performed at each stage of the software development life cycle. Testing of device software functionality in a simulated use environment, or user site testing is typically included as components of an overall design validation program for a software-automated device (Ref. 4).

testing, regression  (NIST) Rerunning test cases, which a program has previously executed correctly in order to detect errors spawned by changes or corrections made during software development and maintenance (Ref. 3).

unit  (IEEE) a) A separately testable element specified in the design of a computer software element. b) A logically separable part of a computer program. Synonym: component, module (Ref. 3).
ACRONYMS AND ABBREVIATIONS

	ABBREVIATION
	MEANING

	FDA
	U.S. Food and Drug Administration

	IEEE
	Institute of Electrical and Electronics Engineers, Inc

	NIST
	National Institute of Standards and Technology

	OTS
	Off the shelf (software)

	SOP
	Standard Operating Procedure

	RC
	Release Candidate

	DR
	Design Review

	V&V
	Verification and Validation


SOFTWARE DEVELOPMENT PROCESS

The software development is illustrated below in Figure 1. The activities shown in the illustration are described in more detail in the following chapters.
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Concept Phase

For NPD process requirements common to all technologies during Concept Phase, see Reference 1.

Planning Phase

See below for software specific requirements for Planning Phase. For NPD process requirements common to all technologies during Planning Phase, see Reference 1.
Software Requirements definition

Input to this activity is the User Requirements Specification developed in the Concept Phase as well as any other requirements set by the system that the software is part of. This activity contains translating this input into software design requirements that are presented in System or Software Requirements Specification. Early feasibility studies may also be needed as part of re​quirements analysis. The following software specific issues should be considered:

-
Performance and capacity requirements should be considered and stated so that they are verifiable

-
Define the software (including operating system versions) and hardware environment for the product

Development Planning

Activities in this phase contain quality planning, resource allocation, project scheduling and initial risk analysis. The following software specific issues should be considered:

-
Selection of development tools and techniques

-
Selection of verification and validation methods

Software Architecture Design

Activities in this phase contain architecture design of the whole software and final feasibility studies. Software Architecture De​sign is based on software design requirements and is conducted together with the functions that the software communicates with (for example hardware or other software). In the architecture design process, the software requirements are translated into a logical and physical representation of the software to be implemented. The Software Architecture Design Specification (ADS) is a description of what the software should do and how it should do it.
Development Phase

See below for software specific requirements for Development Phase. For NPD process requirements common to all technolo​gies during Development Phase, see Reference 1.

Refer to Development and Verification Process flow charts in Appendices 2 and 3.

Detailed Design

In the Development phase, the architecture design continues and expands to detailed design of units, user interfaces and data​bases. 

Coding

Software may be constructed either by coding (i.e. programming), by using code generating tools or by assembling together previously coded software components (e.g., from code libraries, off-the-shelf software, etc.) for use in a new application. See Usage of External Software Components chapter for more information. Coding is the software activity where the detailed design specification is implemented as source code. Coding is the lowest level of abstraction for the software development process. It is the last stage in decomposition of the software requirements where module specifications are translated into a programming language.

Coding is done by following the coding guidelines of the development tool in question. 

The developed source code is stored in a Version Control System. See Configuration Management for details.

Project presents in the Software Verification Plan which of the following verification methods are utilized in that particular project.

Verification activities

Main V&V activity is the System Testing Process, which is performed as described in Reference 5. Other verification activities of a software project are described below. They can be source code evaluations, unit testing, integration testing and beta testing. They are applied as determined necessary by the project in relation to the risk associated with the software being developed.
-
Source code evaluations

Source code evaluations are done to ensure the source code is written according to the guidelines. Use of automated tools and independent reviewers for evaluation is recommended. The first code inspections should take place after the first couple of weeks of implementation to avoid costly rewrites later in the coding phase. The level of detail in the source code evalua​tions depends on the size of the project, risk associated with the code that is being implemented, used coding methods and experience of the software developers. More thorough review is needed to assess the reusable (library) units.

A Code Review Report document is written based on the results of the source code evaluations.

-
Unit testing

Unit testing means testing of a part of the software on its own or together with some other units before the actual integration. In most cases unit testing is done by the developer of the unit, utilizing a test bench simulating the rest of the system. Spe​cial attention should be paid to functionality that will not be visible in the system level testing. Tools to measure the coverage of the unit testing should be used if possible to verify the completeness of the tests. Unit testing ensures that units are qual​ity-wise ready to be integrated as a system and that the unit itself meets those requirements, which can be verified before integration.

Unit Testing Reports are produced as the result of the unit testing.

-
Integration testing

Integration testing means testing the product once the units are integrated together. Integration testing focuses on communi​cation between the units and external interfaces if such exist. Integration testing takes place after building a release before supplying it to system testing.

Integration Testing Report is produced as the result of the integration testing.

-
Beta testing

This is evaluation of the product before its development is completed. Purpose is to gather feedback on the product and ad​just development efforts based on it if needed. Beta testing does not require a test plan but the results of the testing are documented in a Beta Testing Report. 

-
System Testing (as verification activity)

System testing is one of the verification and validation activities done during product development intended to confirm that development output meets its input requirements.

System testing is black box testing, performed by independent test team in a controlled environment. The purpose of system testing is to verify that the product meets its requirements and to provide support for a conclusion that the product is vali​dated. System testing environment is built to simulate real life scenarios and it is testing all functions of the system that are required in real life. System testing is deemed complete when actual results and expected results are either in line or differ​ences are explainable or acceptable, based on product specifications and client input.

See Reference 5 for overall System Testing process.

Design Transfer

Production of software is duplication of the master media and assembling of the product package. Software product package usually consists of the media, user documentation and labeling. Project produces the contents and the assembly instructions of the package and they are transferred to production prior to Design Review 4. At the same time, the product information in prod​uct catalogues must be updated. As the result of the design transfer process of software, readiness reports from documentation and production are produced and reviewed in Design Review 4.

Evaluation Phase

See below for software specific requirements for Evaluation Phase. For NPD process requirements common to all technologies during Evaluation Phase, see Reference 1.

Validation activities

-
Customer acceptance testing / Design validation

Design validation means evaluation of the final or almost final product to ensure it meets intended uses and customer needs at the site of actual use or in conditions simulating actual use. It can be evaluation of a system consisting of hardware and chemistry, or a software system, which has been configured for a customer. Customer acceptance testing is used for cus​tomized software releases for a particular customer. These procedures are described in References 1, 5, and 6.

-
System Testing (as validation activity)

See System Testing description above (Development Phase) and Reference 5 for overall System Testing process.

SOFTWARE DESIGN DOCUMENTATION

In the Appendix 1 there is an index sheet listing all the possible documents produced during the software development project. These documents are reviewed in design reviews and stored in the DHF as described in Reference 1. Below is an example of typical documents produced in software development projects. Usually initial versions of these documents are produced during the Architecture Design activity and they are updated during the Coding activity. Depending on the project scope, only some of these may apply and other documents can be produced as determined necessary by the project. Templates for these docu​ments are provided in a shared template repository.

	OUTPUT
	PURPOSE

	Architecture Design Specification (ADS)
	This document describes the high-level software architecture of the whole product, used develop​ment tools and technologies as well as the mapping between the requirements and components of the product.

	Unit Design Specification (UDS)
	This document describes the architecture of one component of the product. It should document the component to its users so that it can be easily integrated to other components. It should also docu​ment the component to a developer making modifications to the component in the future. This document must be produced for all the main units.

	Programming Interface Design Specifi​cation (PIDS)
	This document describes the programming interface of the component. This information can be included in the UDS but in cases where the component is supplied to a third party, a separate PIDS should be developed and supplied with the component instead of the full UDS.

	User Interface Design Specification (UIDS)
	This document describes the user interface of the application. In case of a small component, this can be combined into the UDS. The purpose of this document is to describe all the user interface elements in order to help for example system testing to build their test cases and technical writers to build the end user documentation. 

	Database Design Specification (DBDS)
	This document describes the design of the database used by the product.

	Code Review Report
	This document describes the results of the source code evaluations.

	Unit Test Report
	This document describes the results of the unit testing activities.

	Integration Test Report
	This document describes the results of the integration testing activities.

	Version Report
	This document describes the contents (configuration item names and versions) and detailed changes of the release for internal use.

	License Summary
	This document lists license terms of third party components distributed with the product. 

	Installation / Upgrade Instructions
	This document describes the instructions to install the software.

	System Test Plan
	See System Testing SOP (Ref. 5) 

	System Test Report
	See System Testing SOP (Ref. 5) 

	User Manuals
	End user documentation. Produced in co-operation with the multilingual documentation team.

	Production Instructions
	Software specific instructions for production of the software package.

	Maintenance File
	See Software Maintenance File in this SOP.

	Release Notes
	This document describes the changes and issues (with possible workarounds) regarding this re​lease to the end user. This document can also be a mitigation activity to control the residual risk of the release.


SOFTWARE MAINTENANCE FILE 

The Software Maintenance File is created at the same time as the product is transferred into production. It is a package of documents, source code and tools to help later maintenance of the software. It should contain all information and files needed to rebuild the product for production. The Software Maintenance File is stored as a part of the DHF.
The typical contents of the Software Maintenance File:

-
Software documentation that is relevant to maintenance activities

-
Third party tools or components specific to this product

-
Source code

-
Other files required for rebuilding the product

-
Installation program data files

-
Other files required for rebuilding the product installation package

The Software Maintenance File also contains a document describing the following items

1.
Index of contents. Description of what is contained in the Software Maintenance File.

2.
Usage instructions. Instructions on how to use the Software Maintenance File.

3.
Environment description. Instructions on the software and hardware that is needed, in addition to the material in Software Maintenance File, in order to set up an environment for maintenance activities.

This summary document is stored as a printout in DHF. The Software Maintenance File itself is stored to a digital read-only me​dia, signed and archived.

Those third party tools that are archived elsewhere do not need to be stored in the Software Maintenance File, but their exact names and versions must be listed in the environment description.

CONFIGURATION MANAGEMENT
Configuration items specific to software development are source code and compiled binary units. Management of source code is based on a Version Control System (VCS) and on project dependent identification conventions. The VCS keeps track of the changes and enables definition of retrievable baselines. Usage of the VCS is instructed in a separate work instruction.

Version number of a baseline

Each software configuration item (CI) must be identifiable and usually the identification is done by a version number. Version numbering of single configuration items depends on the development tool used, while any set of CI’s released for testing or for customers shall be defined as a release, baseline, in the version control system and shall be identified by a version number using the following standard:

X.YY.Z

where:

X
is the major version number

YY
is the minor version number, constituting the visible part together with the major number, e.g. 1.08

Z
is the number or text identifying the specific release

In case the development tool uses four level version numbering, the third level should be left at zero. In that case the version number format is:

X.YY.0.Z

When Z is not a number, it is separated from the minor version by single space instead of a dot. When Z is a number, it is used only in internal identification of the baseline and not displayed to end users. 

Examples of version numbers:

1.08.12 (visible to end users as 1.08)

1.08.0.12 (visible to end users as 1.08)

1.08 Beta 2

1.08 RC1

1.08 Rev 2

1.08 Rev 2 Beta 1

If less than 10 minor version number increments are expected, leading zero can be omitted from the YY part of the version number. Please note that 1.8 is then same as 1.08 and project must choose whether to use one or two digits at the time the first minor version increment is made.

When letter V is used as an indicator that the following identifier is a version number, capital V should be used with one space between it and the actual version number. For example V 1.08, V 1.08 RC1.
Changes of version number

When new release is made, its identifier must be modified. Which part of it is modified, depends on the changes in the release:

-
The major version number is increased by 1 when the product is significantly different from the previous release. The prod​uct manager decides what is considered a significant change for each product. When the major version number is in​creased, the minor version number is reset to 0. For example, V 2.02 becomes V 3.00.

-
The minor version number is increased by 1 when the release has a different set of specifications than the previous one.

-
The revision number is increased by 1 when the release contains only minor modifications or corrections. Examples of these kinds of changes are change of wording, bug fixes or improved end user documentation. The first revised version after the original release is revision 2. For example, V 2.01 becomes V 2.01 Rev 2.

Release types

When a release is made, it can be identified as one of the following types:

-
Internal release. Use any naming convention as long as it describes the release uniquely.

-
Alpha / Beta release. These types of releases are meant for evaluation purposes and for system testing. Incremented num​ber should be used in naming, e.g. Beta 1, Beta 2, Beta 3.

-
Release Candidate. These types of releases are meant for evaluation purposes and for system testing. The abbreviation RC and incremental numbering should be used in naming, e.g. RC1, RC2, RC3.

-
Official release. Naming should include the major and minor version number and possible revision, e.g. 1.08, 2.10 Rev. 2.

-
Service Pack. This is not a full release; it contains only modifications to a certain official release, which has to be installed prior to the installation of the service pack. Abbreviation SP and incremental numbering should be used, e.g. SP1, SP2, SP3.

-
Hotfix. This type of release is comparable to a service pack with the difference that it is not released to production. These types of releases are used for example to further improve an official release in a customized system, which is validated separately on site after applying the hotfix.

Products should be capable of displaying the version and release information for the user to identify which version is installed. Individual file versions must be examined with operating system tools.

Documentation of baseline contents

When a release is made, this baseline is marked into the VCS for later retrieval purposes. In addition to that, a Version Report document lists all the single configuration items and their identifiers. In case the configuration item has no other identifier than its name, its last modified date is also recorded as means of identification.

Master media
The master media is the digital read only media, which contains the product in the form it is supplied to the customers. A master media content document is produced and stored in DHF. The device Master Record also includes the copying instructions of the master media. The master media itself is a configuration item which has a revision number as identification. The first version does not include a revision number, and the following revision numbers start from 2. Example:

First version: ‘MALLILEVY’
Second version: ‘MALLILEVY Rev 2’
Third version: ‘MALLILEVY Rev 3’
DEVELOPMENT TOOLS

Development tools are evaluated by assigned software developers and software technology specialists, assessed by the formal Software Development Team and approved for use by the Software Steering Group. A list of the approved tools is maintained by the Software Steering Group. All the main tools have a guideline document describing how the tool is used in Wallac Oy. Those guidelines are made available to all users of the tools. The list of guidelines exists in the intranet with limited access rights.

USAGE OF EXTERNAL SOFTWARE COMPONENTS

Most software products use components developed either by third party vendors or by Wallac Oy for other products. The overall quality of third party components are evaluated by assigned software developers and software technology specialists, assessed by the formal Software Development Team and approved for use by the Software Steering Group. The list of approved compo​nents exists in the net area with limited access rights.

In case of a component developed by Wallac Oy, previous verification activities including that component shall be examined and the level of verification needed for the product being developed is adjusted accordingly. Regardless of the component, each project must ensure during the system testing phase that the component is functioning as expected as part of the developed product. In case the component is a critical part of the product, its suitability should be evaluated as part of the technical feasi​bility as well as taken into account when performing risk analysis.

Use of external components is planned as part of the system architecture design and they are listed in the same Version Report document as the rest of the software configuration items of the product. A separate Third Party License Summary document is prepared in the end of the project listing the license terms of the external components.
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SOFTWARE PROJECT DOCUMENTS
	Concept Phase

	Scope
	Document
	SOP
	Template
	Notes

	System
	User Requirements Specification
	Ref. 1
	YES
	

	System
	Preliminary Project Plan
	Ref. 1
	YES
	

	System
	Technical Feasibility Plan
	Ref. 1
	YES
	

	Planning Phase

	Scope
	Document
	SOP
	Template
	Notes

	System
	System/Software Requirements Specification
	Ref. 1
	YES
	

	System
	Product Risk Management Plan
	Ref. 1
	YES
	

	System
	Risk Control Record
	Ref. 1
	YES
	

	System
	Technical Feasibility Report
	Ref. 1
	YES
	

	System
	Project Plan
	Ref. 1
	YES
	

	Development Phase

	Scope
	Document
	SOP
	Template
	Notes

	System / Software
	Architecture Design Specification 
	This
	YES
	

	Software
	Unit Design Specification
	This
	YES
	This and the next three (*) documents can be integrated in one document

	Software
	User Interface Design Specification 
	This
	YES 
	When applicable, See above (*)

	Software
	Database Design Specification 
	this
	YES
	When applicable,See above (*)

	Software
	Programming Interface Design Specification 
	this
	YES
	When applicable, See above (*)

	System
	Verification Plan
	Ref. 1
	YES
	

	Software
	Code Review Report
	this
	YES 
	

	Software
	Unit Test Report
	this
	
	

	Software
	Integration Test Report
	this
	
	

	Software
	Version Report
	this
	YES
	

	Software
	License Summary
	this
	YES
	When applicable

	System / Software
	System Test Plan  
	Ref. 5
	YES
	

	
	Functionality TP/R
	Ref. 5
	
	

	
	Process TP/R
	Ref. 5
	
	

	
	Performance TP/R
	Ref. 5
	
	

	
	User Interface TP/R
	Ref. 5
	
	

	
	Stress TP/R
	Ref. 5
	
	

	
	Application TP/R
	Ref. 5
	
	

	
	Installation TP/R
	Ref. 5
	
	

	
	Master Media Test TP/R
	Ref. 5
	
	

	
	Regression TP/R
	Ref. 5
	
	

	System / Software
	System Test Report
	Ref. 5
	YES
	

	System
	Verification Report
	Ref. 1
	YES
	

	System / Software
	Release Notes
	
	
	

	System / Software
	Installation / Upgrade Instructions
	
	
	

	System / Software
	User Manuals
	
	
	

	System / Software
	Production Instructions
	
	
	

	Software
	Maintenance File
	this
	
	

	System
	Introduction Plan
	Ref. 1
	YES
	

	System
	Service and Support Plan
	Ref. 1
	YES
	

	System
	Design Validation Plan
	Ref. 1
	YES
	

	Evaluation Phase

	Scope
	Document
	SOP
	Template
	Notes

	System
	Design Validation Report
	Ref. 1
	YES
	

	System
	Product Risk Management Report
	Ref. 1
	YES
	

	Shipping Phase

	Scope
	Document
	SOP
	Template
	Notes

	System
	Project Completion Report
	
	
	


SOFTWARE DEVELOPMENT PHASE
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SOFTWARE VERIFICATION PHASE
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