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Standard operating procedure

System TESTING IN NEW PRODUCT DEVELOPMENT
PURPOSE:
The purpose of this SOP is to provide the definition, techniques and responsibilities to be used in parallel of the new product development SOP to cover the necessary system testing activities.
SCOPE:
This SOP applies to system testing phase of NPD process for developing products to be manufactured at the Turku Site. The procedures defined herein will cover the system testing activities to be applied for all types of new product development. However, due to the different nature of the projects, the techniques presented below are not applicable generally for all of the projects.
RESPONSIBILITY:
The section manager of System Testing is responsible for definitions and maintenance of this document.

Employees involved in system testing processes are responsible for following the document as written and intended.
INTRODUCTION
System testing is one of the verification and validation activities done during product development intended to confirm that de​velopment output meets its input requirements. As system testing is done by using software user interface the standards and principles for software verification and validation are used (ref. 1, 2, 3 and 4).

System testing is specification-based black box testing, performed by an independent test team in a controlled environment. The purpose of system testing is to verify the product’s accuracy and completeness in performing the functions as designed and validate the product for the intended use. For validation purposes, system testing simulates real life scenarios in a test environ​ment and test all functions of the system that are required. System testing is deemed complete when actual results and ex​pected results are either in line or differences are explainable or acceptable, based on design input.

Approach

-
The product is used from the end-users point of view

-
The product is used in an environment that simulates the end-users environment
Purpose

-
To verify that the product meets its requirements

-
To verify that regulatory, safety and usability issues have been taken into consideration

-
To find as many of the defects existing in the product as possible so that these defects could be either fixed or advised to the end-user

-
To assess the quality and risks of the product

-
To provide data and objective evidence for design validation of the product

DEFINITIONS, Acronyms and abbreviations
Definitions

System testing vocabulary is based on Glossary of terms used in Software Testing (ref. 5).
	TERM
	DESCRIPTION

	Actual result
	The behavior produced/observed when a component or system is tested.

	Black box testing
	Testing, either functional or non-functional, without reference to the internal structure of the component or system.

	Defect
	A flaw in a component or system that can cause the component or system to fail to perform its required func​tion, e.g. an incorrect statement or data definition. A defect, if encountered during execution, may cause a failure of the component or system.

	Defect tracking tool
	A tool that facilitates the recording and status tracking of incidents found during testing. They often have workflow-oriented facilities to track and control the allocation, correction and re-testing of incidents and pro​vide reporting facilities.

	Design-based testing
	An approach to testing in which test cases are designed based on the architecture and/or detailed design of a component or system.

	Error
	A human action that produces an incorrect result [After IEEE 610].

	Error guessing
	A test design technique where the experience of the tester is used to anticipate what defects might be pre​sented in the component or system under test as a result of errors made, and to design tests specifically to expose them.

	Expected result
	The behavior predicted by the specification, or another source, of the component or system under specified conditions.

	Exploratory testing
	Testing where the tester actively controls the design of the tests as those tests are performed and uses in​formation gained while testing to design new and better tests [Bach].

	Failure
	Actual deviation of the component or system from its expected delivery, service or result [After Fenton].

	Heuristic evaluation
	A static usability test technique to determine the compliance of a user interface with recognized usability principles.

	Regression testing
	Testing of a previously tested program following modification to ensure that defects have not been introduced or uncovered in unchanged areas of the software, as a result of the changes made. It is performed when the software or its environment is changed.

	Requirements-based testing
	An approach to testing in which test cases are designed based on test objectives and test conditions derived from requirements, e.g. tests that exercise specific functions or probe non-functional attributes such as reli​ability or usability.

	Re-testing
	Testing that runs test cases that failed the last time they were run, in order to verify the success of corrective actions.

	Risk-based testing
	Testing oriented towards exploring and providing information about product risks [After Gerrard].

	Smoke test
	A subset of all defined/planned test cases that cover the main functionality of a component or system, as​certaining that the most crucial functions of a program work, but not bothering with finer details.

	Test report
	See test summary report.

	Test summary report
	A document summarizing testing activities and results. It also contains an evaluation of the corresponding test items against exit criteria [After IEEE 829].

	Validation
	Confirmation by examination and through provision of objective evidence that the requirements for a specific intended use or application have been fulfilled [ISO 9000].

	Verification
	Confirmation by examination and through the provision of objective evidence that specified requirements have been fulfilled [ISO 9000].

	White box testing
	Testing based on an analysis of the internal structure of the component or system.


Acronyms and abbreviations
	TERM / ACRONYM / ABBREVIATION
	DESCRIPTION

	SOP
	Standard operating procedure

	STP
	System test plan

	STR
	System test report

	CaseBase
	Wallac’s defect tracking tool

	DR
	Design review

	LIMS
	Laboratory information management system

	S/N
	Signal to noise ratio

	DHF
	Design history file

	RC
	Release candidate


TEST STRATEGY

The test strategy indicates how testing is to be carried out. In order to make the best possible use of resources and time, it is decided on which parts and aspects of the system the emphasis should fall. The test strategy forms an important basis for a structured approach to testing and makes a major contribution to a manageable test process. A test strategy aims at finding the most important errors at any early stage involving minimum costs.

System test plan shall define the test strategy for each individual project. Decision of used test design techniques, test types, entry and exit criteria for testing, configuration management during testing, metrics, use of tools and automation shall be made based on project characteristics and risk assessment of the product.

TEST DESIGN TECHNIQUES

The purpose of system testing is to run a series of different tests covering the system in its entirety against the target specifica​tions by following the end-user’s procedures as closely as possible, usually using black-box test techniques. Test cases speci​fied in the system test plan and its appendices are designed mostly based on specifications. In addition design-based, risk based and exploratory test design techniques can be used.
Black box testing refers to the tests that are performed at the software interface. Although they are designed to identify errors, black box tests are used to demonstrate that software functions are operational, that inputs are correctly accepted and that the output is correctly produced. A black box test considers elements of the system with little interest in the internal logical arrange​ment of the software.

Black box testing aims to find errors in the following categories:

-
Incorrect or missing functions

-
Interface errors

-
Errors in data structures or external database access

-
Performance errors

-
Human factors
TEST TYPES PERFORMED IN SYSTEM TESTING OF PROJECTS
	TEST TYPE
	Responsible of planning and executing tests

	User interface tests
	System testing engineer(s)

	Functionality tests
	System testing engineer(s)

	Process tests
	System testing engineer(s)

	Software performance tests
	System testing engineer(s)

	Performance tests
	Application scientist(s)

	Application tests
	Application scientist(s)

	Installation tests
	System testing engineer(s)

	Re-tests
	System testing engineer(s)

	Regression tests
	System testing engineer(s)


The amount and type of performed tests shall be specified in the beginning of the system testing. Based on the risk assessment of the product, some of the tests can be left out or some additional tests are performed.
Especially with update projects it is also possible to combine several testing activities into one test entity.

Detailed definition of test types used in any particular project shall be defined in the system test plan.

TEST TYPES

User Interface tests

The main objective of user interface testing is to ensure the correctness of the user interface: during these tests, all the interface components like toolbar, buttons, checkboxes, text fields, info texts, etc. are checked to ensure that they function correctly and include correct information. Besides finding errors, this testing includes also heuristic evaluation, which is done by giving new ideas and feedback on the look and use of the software.
Unlike at most of the other test types, which are specification-based, in planning and executing user interface tests it is recom​mended to use design-based test approach and exploratory test design and execution technique.

User interface test may also be included in Functionality tests.

Functionality tests

Functionality tests are done in order to verify that software works as specified. All the implemented features are tested through the user interface with focus on controlled operations.
System projects’ functionality tests are done in order to verify that e.g. measurements are performed and that results are proc​essed as set in the user interface and in the specifications. Features in software affecting to operation of the instrument and possible measured results are tested. All possible combinations of parameters controlling the instrument cannot be tested but the most important combinations used in routine use are checked.

For system projects it is also possible to perform functionality tests twice so that the first testing has focus on software function​al​ity and user interface and the latter testing has focus on the complete system.

Functionality tests may also be included in user interface or process tests especially with systems that do not produce any spe​cific measurable results.

Process tests

SW Process tests are focused on testing the processes that consist of several operations. Test cases can be e.g.:

-
Patient sample handling in the LIMS system phase by phase

-
Protocol creation procedure from the creation of plates and labels to the measurement

-
Preliminary installation tests

At system projects process tests consist of normal process behavior of the system. These tests may include plate-loading, bar​code reading, different start- and stop possibilities, error recovery and other assay process related functions controlled by user. These tests may also include exception handling, prolonged use of the system and handling of data during the process use.

A stress test may also be included in process tests. Stress testing consists of performing tests on the system where resources are abnormal in quantity, frequency or volume. An instrument / software is stress-tested in order to verify that it is able to handle a large batch of plates, run uninterrupted for long periods of time, measure multiple repeats and/or many labels in one assay, etc.

Software performance tests

Software performance tests verify that the capacity, efficiency and speed of different processes fulfill the requirements. Software performance tests may also be included in Process tests.

Performance tests

In system projects, performance tests verify that the capacity and efficiency mentioned in the specifications are achieved with the system.

Tests are divided into different areas, which differ depending on the type of the system. E.g. multi-label readers are typically tested with the following set of performance tests:

-
Detection limit - lowest measurable concentration, which can be detected from the background
-
Linearity - how many concentration decades of the label can be measured above the detection limit
-
Signal uniformity - CV% or SD of a whole plate tells the precision of the detection system

-
Signal reproducibility - repeat measurement tells the accuracy of the detection system

-
Cross talk - high and low samples are used to test if adjacent active well causes undesired signal increase
-
Highest and lowest dynamics - the ratio between signals of high and low samples tell the worse and the best S/N-ratio

-
Throughput - how many samples can be measured in a known timeframe

Planning and executing performance tests requires special knowledge about chemistry and external specialists can also be used in planning and accepting these tests.

Application tests

The purpose of application testing is to verify that instruments are capable to execute the applications mentioned in the specifi​cations. These tests also ensure that the results of test instruments are comparable with results of other commonly used corre​sponding instruments or systems.
Planning and executing application tests requires special knowledge about chemistry and external specialists can also be used in planning and accepting these tests.
Installation tests

Installation tests are performed to verify that installation / upgrade of the software works correctly without losing any data in specified computers and operating systems.
Re-tests

The purpose of re-testing is to verify the success of corrections and modifications by running test cases that failed the last time they were run. At the end of re-testing it is also recommended to run additional regression testing to ensure that the system is ready for evaluation phase of the project.

Regression tests

The purpose of regression testing is to ensure that the corrections and modifications made to the software during previous test​ing cycles do not have adverse effects on other functions of the software. In regression testing it is also recommended to design test cases to execute use scenarios so that regression testing may provide objective evidence that the requirements for a spe​cific intended use of the system have been fulfilled.
A regression test shall be executed with the master media or its copy that has been verified to be identical with the original. After regression testing it is still possible to add additional documents, e.g. user manuals and release notes, to the master media but the software itself shall not be changed.
Master media test

The purpose of master media testing is to verify that production copies made of the master media are identical with the original and that the media does not contain any viruses.

ENTRY AND EXIT CRITERIA

Entry criteria
The Entry Criteria specified by the system testing project manager shall be fulfilled before system testing can commence.
The Entry Criteria shall be defined by each project but the following overall criteria are used:

-
Required documents are available and updated:

-
System/software verification plan

-
System/software requirement specifications documents

-
Other specifications
-
The software version needed to start system testing is ready
-
All human resources must be assigned and in place

-
Test hardware and environments must be in place and available for system testing

-
The system test plan has been approved in STP review (DR3) and possible modifications required by this review have been implemented and these modifications have been approved/checked as agreed

-
Test plan appendices needed for starting the testing are ready and approved by project management.

Exit criteria
The Exit Criteria shall be defined by each project but the following overall criteria are used:

-
All test case specifications including regression tests have to be executed.

-
The CaseBase is updated, i.e. all defects and change requests have been classified according to their severity and prob​ability. The current state of all the cases in CaseBase with status Will be implemented shall be Seen-Done-Checked-Tested and there are no cases with status On hold in the CaseBase.

TESTING CYCLES

The system testing begins after the System test plan has been reviewed. The system testing consists of three cycles.

First testing cycle

In the first cycle, all test case specifications of the test plan appendices shall be executed and recorded, except for retest and regression test plan. Sub-plans may be written after DR3 review but they shall be approved by project management before taken into use.

During this testing phase, the software corrections can still be made. Updated software version can also be taken into use with​out starting over the entire testing. When a new software build is taken into use, it is recommended that a smoke test is run with it to ensure the new build is ready for testing. The smoke test will test the basic functionality of the system. If an excessive num​ber of items fail, the build is sent back to development and no testing will begin until the smoke test has been passed.

In instrument projects, the first testing cycle may consist of two separate phases:
-
The first testing phase has focus on the functionality of the software. Depending on the type and complexity of the project, this testing phase may include also testing of process behavior of the software, user interface tests, heuristic evaluation and software performance tests. Testing may be done with proto series instruments and beta version of the software and in some cases, it is also possible to do testing without the instrument. At the end of the first testing phase retesting cycle(s) shall be performed before entering the second testing phase to ensure that the corrections have not caused new faults in the software.

-
The second testing phase covers testing the functionality and performance of the system as well as installation tests. Espe​cially if new applications are included in the project, it is also recommended to do separate application testing. Testing shall be done with 0-series or fully compatible instruments and RC version of the software.

Second testing cycle

The second testing cycle shall be executed only when corrections are made to the system after the first testing cycle.
After the first cycle, all defects and change requests reported in CaseBase with status Will be implemented are to be corrected and re-tested. The plan for second testing cycle shall be made after and according to the results of the first testing cycle. Should significant amount of new defects be found in the second testing cycle, an additional retest cycle can be performed after these new defects are corrected.
Regression testing cycle

The last testing cycle is the regression testing cycle. The purpose of the regression testing cycle is to ensure that the corrections and modifications made to the software during previous testing cycles do not have adverse effects on other functions of the software. The plan for regression testing shall be made after and according to the results of the previous testing cycles and user requirements.

DEFECT REPORTING

All defects and change requests found during system testing are reported to Wallac CaseBase database (ref. 6). They are re​viewed in the system testing follow-up reviews, held on a weekly basis or otherwise regularly, and resolutions are documented in CaseBase and the System testing follow-up report.

Should the case status be changed to other than Will be implemented, the reason for this change shall be reported in the CaseBase and System testing follow-up report.

Test case pass/fail criteria

The criteria establishing whether the feature or feature combination has passed or failed is based on a comparison between received output and output specifications of each test case. If the actual result from an action is equal to the expected result specified by a test case, the action passes. A test is deemed to fail if its actual result does not match its expected result.

Suspension criteria and resumption requirements

The system test team may suspend partial or full-testing activities on a given software version if any of the following occurs:
-
There is a fault in a feature that prevents further testing

-
The software build does not contain the specified change(s)

-
A severe problem has occurred which does not allow testing to continue, such as the software crashing during setup

-
The design has not been corrected regarding the problem(s) that previously suspended testing

The reason for suspension will be evaluated in the system testing follow-up review (or by project core team, if necessary) and testing will be resumed as soon as an adequate solution to the problem has been found and implemented.

The following steps are necessary to resume testing:
-
Clean previous code from machines or restore a clean drive image using imaging software

-
Reinstall the software
-
The encountered problem that resulted in suspension is corrected
Resumption of testing will begin when the following documentation is delivered to the system test team:
-
A new build
-
A list of all defects and change requests fixed in the new version. This list should include case numbers, the problems that have been corrected, and other pertinent information that may arise

-
A list of all the changes to the modules in the new version and the effected functionalities
MEASURES AND METRICS

The following metrics shall be recorded during each testing cycle:

-
The amount of new defects and change requests

-
Severities and probabilities of these cases

This metrics shall be reported in the system test report as metrics per testing cycle and cumulative metrics for the whole system testing phase.
Especially with more complex projects it is also recommended to record:

-
The amount of implemented, postponed and disregarded cases

-
Transition dates

CONFIGURATION MANAGEMENT AND CHANGE CONTROL

Configuration management in this context includes change management as well as the decision-making process used to priori​tize defects during system testing. Change management is important because it is critical to keep track of the version of the software and the related documents that are being tested.

All changes to be made in the system during system testing shall be controlled by a designated system testing follow-up review group. During system testing, found defects and change requests will be recorded in CaseBase. These cases will serve as the  input for the system testing follow-up review. The system testing follow-up review group meets regularly to review and prioritize cases raised since the previous meeting, and assigns them or drops them as appropriate. Should the fixing of an encountered case require modifications of the software or of the instrument necessitating major retesting activities and thus affecting the schedule, the project core team shall approve the implementation of this case. The project core team shall also approve the implementation of a case that would disable important functionalities of the system.

Before any new software version is installed, the software development team shall deliver a fix report describing all cases imple​mented in that version. Software code configurations shall be maintained as described in reference 7. All changes made to in​struments and to software in their workstations shall be logged in to system testing change logs provided for each instrument.

TEST DOCUMENTATION

Test planning

The test planning documentation is based on IEEE Std 829-1998; standard for software test documentation (ref. 1)
System Test Plan

The system test plan is done by using the STP template (ref. 8)
The plan shall have the following structure:

-
Test plan identifier

-
Approvals by project management and R&D representative
-
Introduction

-
Test items

-
Features to be tested

-
Features not to be tested

-
Approach

-
Item pass/fail criteria

-
Suspension criteria and resumption requirements

-
Test deliverables

-
Testing tasks
-
Environmental needs

-
Responsibilities

-
Staffing and training needs

-
Schedule

-
Risks and contingencies

Depending on the complexity of the project, some of the sections may be excluded and also additional sections may be in​cluded. If some or all of the contents of a section is in another document, then a reference to that material may be listed in place of the corresponding contents. The referenced material must be attached to the test plan or available to users of the plan.
Test case specification

System test plan appendices including test case specifications are done by using the STP appendix template (ref. 9).
The plan shall include the following items:

-
System test plan appendix identifier

-
Approvals by project management

-
Introduction

-
References

-
Test case specifications

A test case specification shall include the following items:

-
Test case specification identifier

-
Input specifications

-
Output specifications

-
Test items: specification or any other source documentation or procedure for the case

-
Compiler and date or revision when each test case specification has been created / updated

Depending on the complexity of the project it is also recommended to include:

-
Environmental needs

-
Special procedural requirements

-
Intercase dependencies

If some or all of the contents of a section is in another document, then a reference to that material may be listed in place of the corresponding contents. The referenced material must be attached to the test case specification or available to users of the case specification.

Test reporting

System test report

The system test report is done by using the STR template (ref. 10).
The report shall have the following structure:

-
System test report identifier

-
Approvals by project management and R&D representative

-
Summary

-
Variance between specifications and actual outcome

-
Summary of results

-
Summary of activities

Depending on the complexity of the project some of the sections may be excluded and also additional sections may be included. If some or all of the contents of a section is in another document, then a reference to that material may be listed in place of the corresponding contents. The referenced material must be attached to the test summary report or available to users of the sum​mary report.
Overall assessment report

Overall assessment is done by using STR: Overall assessment template (ref. 11).

The overall assessment should have the following structure:

-
Overall assessment identifier

-
Approvals

-
Summary

-
Usability assessment based on quality characteristics defined at ISO9126 (ref. 3): Main characteristics are functionality, reliability, efficiency, maintainability, portability and usability

-
Performance assessment where applicable

-
Impact of test environment

-
Recommended improvements

Depending on the project, some of the sections may be excluded and also additional sections may be included and overall as​sessment may also be included in the test summary report.

Test case recording

System test report appendices including test case recordings are done by using the STR appendix template (ref. 12).

The report shall include the following items:

-
System test report appendix identifier

-
Approvals by project management 

-
Result summary

-
Test configuration

-
References

-
Test records

The records of each test case shall contain the following details:

-
Test case specification identifier

-
Pass / Fail selection

-
Software version number

-
Instrument / Workstation ID (if applicable)

-
Name or initials of the testing engineer

-
Date of the test case execution

-
Any other data that can be regarded as pass/fail criteria: e.g. links to the result files, screenshots, backups, logs and Case​Base references

The system test report appendices are signed and dated by the persons who have performed the tests, either by each test case or on the front page of the STR appendix.
Backups and data recording

Whenever available and necessary to support the test result, the test raw data should be stored during system testing at project testing area and later in the DHF and data should be referenced in the test reports.
Test raw data may be either digital or paper copies. Each project specifies what kind of raw data is stored and how the data is transferred to DHF.

Stored raw data may be e.g. log files, assay result files, databases, screenshots, printouts and testing diaries. All data shall be stored in clearly defined and named folders and files. Digitally stored data shall be moved to digital read-only media at pre-de​fined dates or as deemed appropriate.

REVIEWS DURING SYSTEM TESTING

DR3 review

The system test plan and all the necessary system test plan appendices needed for starting system testing are reviewed de​pending on the project either at system-level DR3 or software DR3. The review is held according to New Product Development (ref. 13).

System testing follow-up review

The system testing follow-up report is done by using the system testing follow-up template (ref. 14).
Defects and change requests found during system testing are reviewed by system testing follow-up reviews. The roles of the persons in the review group are as follows:
Required attendees
	REVIEWER
	ELEMENTS AND ISSUES TO REVIEW

	Project manager / Core team leader
	Consistency with the overall project requirements

	Software project manager
	Consistency with software project requirements

	Project testing manager
	Consistency with project system testing requirements

	Testing engineer(s)
	Case severity and probability, additional information about the case under review

	Software developer(s)
	Case priority and implementation status


Optional attendees
	REVIEWER
	ELEMENTS AND ISSUES TO REVIEW

	Hardware project representative
	Know-how on hardware

	Chemistry project representative
	Know-how on chemistry

	Application / Product support representative
	Know-how on application / product

	Business representative
	Consistency with marketing requirements

	QA representative
	Consistency with quality assurance elements


DR4 review
The system test plan appendices that have not been reviewed at DR3, the system test report and system test report appendices ex​cept for regression tests are reviewed in the DR4 review. The review is held according to New Product Development (ref. 13).

DR5 review

Overall assessment (of the system tested) and the finalized system test report and reports of the regression test and master media test are reviewed in the DR5 review. The review is held according to New Product Development (ref. 13).
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